What's New in 20.07

What's New in 20.07

This release contains new features, bug fixes and security updates.
SNMPv3
Introduces SNMPv3 support via AWI.

+ Support for SNMPv3 will be available in Management Console 20.10

+ SNMPv2 will be removed in Management Console 20.10 and Zero Client 20.10
Qualys scan resilience

Qualys scanner no longer breaks communication between PColP Zero Client and Management
Console.
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Overview

Overview

The PColP® Zero Client Firmware Administrators' Guide provides administrators the necessary
information to configure and deploy PColP Zero Clients. It provides configuration steps for
connecting to a variety of hosts, and contains links to related documentation that may be required
to successfully complete a PColP solution. It assumes thorough knowledge of conventions and
networking concepts, including firewall configuration and the PColP protocol.

© 2021 Teradici



Who Should Read This Guide?

Who Should Read This Guide?

This guide is written for IT administrators who are managing and configuring Tera2 PColP® Zero
Clients in a PColP environment.

/" Understanding Terms and Conventions in Teradici guides

For information on the industry specific terms, abbreviations, text conventions, and graphic symbols used in this
guide, see Using Teradici Product and Component Guides and the Teradici Glossary.
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Using This Guide

Using This Guide

This guide explains how to configure Tera2 PColP Zero Client firmware for this release. This guide
describes your Tera2 PColP Zero Client's capabilities, and explains how to set up, configure, and
manage your Tera2 PColP Zero Client. It also answers frequently asked questions.

Use the following list for quick access to the topics covered in this guide:

+ Who Should Read This Guide?: Outlines the document's intended readers and provides
industry specific terms, abbreviations, text conventions, and graphic symbols used in this
guide that you may find useful.

+ Introducing Your Tera2 PColP Zero Client: Describes the main features of the Tera2 PColP
Zero Client, outlines the peripherals you can attach to it, and lists the hosts the Tera2 PColP
Zero Client can connect to. You'll also learn about the configuration tools—the pre-session
display, and the Teradici PColP Management Console—and learn about support for common
features under typical deployment scenarios.

+ Setting Up Your Tera2 PColP Zero Client: Describes how to set up your Tera2 PColP Zero
Client, and outlines what you need to do to secure the Tera2 PColP Zero Client.

+ Establishing a PColP Connection: Shows you how to connect to a PColP agent, PColP Remote
Workstation Card, Amazon Spokesperson, or Horizon Desktops, and how to disconnect from a
PColP session.

+ Managing Your Tera2 PColP Zero Client Describes all the settings you can configure using
your Tera2 PColP Zero Client's pre-session display, Administrative Web Interface (AWI), and
the Teradici PColP Management Console. This section also describes how to connect to an
endpoint manager, view information about your Tera2 PColP Zero Client, reset the device, and
upload certificates and firmware.
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Getting More Information

Getting More Information

In addition to this guide, the Tera2 PColP Zero Client documentation includes Release Notes

For detailed information on using the PColP Management Console to manage deployments with
large numbers of PColP Zero Clients and Remote Workstation Cards, see the PColP®
Management Console Administrators’ Guide.

For information on installing and configuring additional Tera2 Remote Workstation Cards and
Tera2 PColP Zero Clients so that you can use additional monitors on your desk, see Tera2 PColP®
Multi-Monitor Deployment Guide.

For information about administering PColP hosts, see one of the following Administrators’ Guides:
Windows Hosts

+ Teradici PColP® Standard Agent for Windows Administrators' Guide

+ Teradici PColP® Graphics Agent for Windows Administrators' Guide
Linux Hosts

+ Teradici PColP® Standard Agent for Linux Administrators' Guide

+ Teradici PColP® Graphics Agent for Linux Administrators' Guide
Remote Workstation Card Hosts

« Remote Workstation Card Firmware Administrators' Guide
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https://www.teradici.com/web-help/pcoip_zero_client/tera2/6.1.0/release_notes/%20target=_blank
https://teradici.com/web-help/pcoip_management_console/current/
https://teradici.com/web-help/pcoip_management_console/current/
https://na44.salesforce.com/sfc/p/30000000WDn8/a/0M000000Xirm/Pi91XTP6Adx5X9Hafk0d3PTzLjsEWJf7rDaQv02gZkU
https://na44.salesforce.com/sfc/p/30000000WDn8/a/0M000000Xirm/Pi91XTP6Adx5X9Hafk0d3PTzLjsEWJf7rDaQv02gZkU
https://www.teradici.com/web-help/pcoip_agent/standard_agent/windows/current/
https://www.teradici.com/web-help/pcoip_agent/graphics_agent/windows/current/
https://www.teradici.com/web-help/pcoip_agent/standard_agent/linux/current/
https://www.teradici.com/web-help/pcoip_agent/graphics_agent/linux/current/
https://www.teradici.com/web-help/pcoip_remote_workstation_card/current/

Release Notes

Release Notes

Release Notes for PColP Zero Client firmware releases can be found at the Teradici support site on
the release notes page.
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About the Tera2 PColP Zero Client

About the Tera2 PColP Zero Client

This section provides an overview of your Tera2 PColP Zero Client. It also describes the devices
and PColP hosts that can connect to it, introduces the tools you use to manage your Tera2 PColP
Zero Client, and summarizes support for common features under typical deployment scenarios.
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Introducing Your Tera2 PColP Zero Client

Introducing Your Tera2 PColP Zero Client

Tera2 PColP Zero Clients are hardware and firmware-based endpoints that enable users to
connect remotely to Workstations using the PColP protocol. Workstations use PColP Remote
Workstation Cards or run Teradici Cloud Access Software while Amazon WorkSpaces desktops,
and VMware Horizon desktops use an agent that supports the PColP protocol. Since Zero Clients
do not have general purpose CPUs, local data storage, or application operating systems, they are
very secure and easy to manage. Tera2 PColP Zero Clients contain upgradable firmware that
enables you to customize your client with new features.

Tera2 PColP Zero Clients come in many forms, such as small stand-alone devices, PColP
integrated displays, and touch-screen monitors. They support multiple wide-screen formats, HD
audio and local USB peripherals, and are IPv6-ready. They also have extensive USB security and
authentication features, including multiple-factor authentication for use with proximity cards,
smart cards, and One-Time-Passwords (OTP).

Tera2 PColP Zero Clients are powered by a single TERA2321 or TERA2140 processor.

Advanced Encryption Standard (AES) is employed for PColP session encryption. Tera2 PColP Zero
Clients support AES-256-GCM encryption. For more information, see Encryption Settings.
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About the Management Tools

About the Management Tools

The following configuration and administrative management tools are available for PColP Zero
Clients:

« PColP On-Screen Display (OSD): The PColP Zero Client's pre-session built-in interface for
configuring the device's firmware. For more information, see About the PColP On-Screen
Display.

- PColP Administrative Web Interface (AWI): A web-based interface for configuring a specific PColP
Zero Client's firmware remotely after typing the client’s IP address into the browser's address
bar. For more information, see About the PColP Administrative Web Interface.

+ PColP Zero Client Administrative Management Software: A management tool for configuring and
managing multiple PColP Zero Clients remotely. Teradici's management software is the PColP
Management Console. For further information see PColP Management Console, or see
PColP® Management Console Administrators’ Guide for configuration and technical
procedures.

6 Secure Environments

Use the PColP Management Console in secure environments to configure and manage your Zero Clients after
disabling the Zero Client AWl and OSD Configuration selections.
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About the PColP On-Screen Display

About the PColP On-Screen Display

The PColP On-Screen Display (OSD) is a graphical user interface (GUI) embedded within the client.
It displays when the client is powered on and a PColP session is not in progress. The only
exception to this is when the client is configured for a managed startup or auto-reconnect.

Options

teradici.

| Connect

0SD main window

An Options menu at the top-left enables users to access various sub-menus to configure the client
and view information about it. A Connect button in the center of the window enables users to
connect the client to a virtual desktop or to a PColP Remote Workstation Card.
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OSD Recovery Mode

OSD Recovery Mode

Recovery mode is a special mode of the Tera2 PColP Zero Client firmware that takes effect when
the client experiences a problem that renders it unable to operate. Recovery mode automatically
becomes active under the following conditions:

+ A firmware update fails.
+ The client has an invalid configuration.

+ The client has been unable to complete its boot sequence after a number of attempts.
This mode lets you correct the configuration, or upload a replacement firmware or certificate file.

When the client is in recovery mode, the OSD screen displays the following initial screen:

Warning: Recovery mode

This Zero Client is in Recovery mode due to an
interrupted or corrupted firmware load. Please
alert your administrator to upload firmware and
restart the Zero Client.

| Continue |

0SD recovery mode

OSD Recovery Mode Options

Select the Options menu to see the available options for configuring and displaying information
when the client is in recovery mode.

© 2021 Teradici
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OSD Recovery Mode Options

[N Teradici Emulated Client Display (10.0.34.4)

Options

Configuration
Diagnostics
Information

Password

0SD recovery mode available options

- Configuration: Lets you correct the problem by changing the network configuration (including
IPv6 settings), clearing the management state, and resetting the configuration and
permissions settings stored on the device.

- Diagnostics: Displays the client's event log messages.
+ Information: Displays hardware and firmware version information about the client.

+ Password: Enables you to update the client’s administrative password.

See also: Troubleshooting a Tera2 PColP Zero Client in Recovery Mode.

© 2021 Teradici

12



About Overlay Windows

About Overlay Windows

Overlay windows occasionally appear on top of the user’'s PColP session to display pertinent

information when the status changes, for example, when the network connection is lost or an

unauthorized USB device is plugged in. These overlays show network, USB device, and monitor

statuses as icons and text.

Overlay Window Description

Bl Display link training failed

Display link training failed overlay

ﬁ Half-duplex network
connection

Half duplex overlay

& Network connection lost

Network connection lost overlay

© 2021 Teradici

This overlay only displays on Tera?2 clients that contain
DisplayPort display interfaces (as opposed to DVI
interfaces). The DisplayPort protocol requires a link training
sequence for adapting to differing cable lengths and signal
qualities. If this training does not succeed, this overlay
appears with the message: Display link training failed.

PColP technology is not compatible with half-duplex
network connections. When a half-duplex connection is
detected, this overlay appears with the message: Half-
duplex network connection.

Loss of network connectivity is indicated using an overlay
with the message Network connection lost over the most
recent screen data. This overlay appears when the client
network cable is disconnected or when no PColP protocol
traffic is received by the client for more than two seconds.
The lost network connection message appears until the
network is restored or the timeout expires (and the PColP
session ends).

Consider disabling this notification message in sessions to virtual
desktops.

Tip: Consider disabling this notification message in sessions to
virtual desktops

It is not recommended to use this notification message
when using PColP devices with virtual desktops. Normal
scheduling within the virtual desktop hypervisor can falsely
trigger this message. To prevent this problem, you can
disable the Enable Peer Loss Overlay setting. No support
resolutions found overlay setting.
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About Overlay Windows

Overlay Window Description

Display resolution may have limitations due to resource
- Resolution not supported constraints when all four ports have large displays
connected. If the resolution limit is exceeded, this overlay

No support resolutions found overlay appears with the message: No support resolutions found.
Please Try unplugging other displays.

When a user first logs into a PColP session, this overlay
- Preparing desktop... appears with the message: Preparing desktop...

Preparing desktop overlay

If an unauthorized USB device is connected, this overlay
o<+ USB device not authorized appears with the message USB device not authorized. This
overlay lasts for approximately five seconds.

USB device not authorized overlay

If the USB devices connected to the client cannot be
'ﬁ USB over current notice handled by the USB ports, this overlay appears with the
message USB over current notice. This overlay remains until

USB over current notice overlay USB devices are removed to meet the current handling of
the USB ports.

Some USB devices cannot be connected through a high
speed (USB 2.0) hub, and should instead be connected
directly to the Tera2 PColP Zero Client or through a full

USB device not supported behind a high-speed hub speed (USB 1.1) hub. If such a device is connected to the
overlay Tera2 PColP Zero Client through a high speed hub, this

USB device not supported
behind a high-speed hub

overlay appears with the message: USB device not
supported behind high speed hub. This overlay lasts for
approximately five seconds.

If the resolution of a monitor connected to the client cannot
- Resolution not supported be supported by the host, the monitor is set to its default
resolution and this overlay appears with the message:
Resolution not supported overlay Resolution not supported.

© 2021 Teradici 14



About Overlay Windows

Overlay Window Description

If a configuration change via AWI or Management Console

Zero Client updates

& required. Disconnect now
to apply. Client rebootin
less than 60 seconds!

profile application requires a PColP Zero Client reboot, the
user will be provided with a warning of the pending reboot.
This will allow the user to save any work they may have

open. This setting is disabled by default. This setting can be

Reboot overlay enabled and configured with any of 4 timing options. See

PColP Management Console profile documentation for
profile management information. This setting can be found
in the Management Console profile under the POWER
section or on the AWI Configuration > Reset page.

Available options:

+ 0 seconds (disabled)
+ 30 seconds
- 60 seconds (1 minute)

- 300 seconds(5 minutes)

Video Source Overlays

Improper connection of the host video source is denoted by two possible overlays, as shown next.
These overlays appear for approximately flve minutes. The monitor is put into sleep mode
approximately 15 seconds after they appear.

Overlay Window Description

When no video source is connected to the host, this overlay
- MNo source signal appears with the message: No source signal. This helps you
debug a situation where the host does not have the video source

No source signal overlay connected or the host PC has stopped driving a video signal. To
correct this, connect the host PC video to the host. (This
message can also be triggered by the host going into display
power save mode.)
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Overlay Window

B source signal on other port

Source signal on other port overlay

© 2021 Teradici

About Overlay Windows

Description

When a video source to the host does not correspond to the
video port used on the client, this overlay appears with the
message: Source signal on other port. This helps you debug a

situation where the video source is connected to the wrong port.

To correct this, swap the video ports at the host or the client.
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OSD Menus

0OSD Menus

The Options menu in the upper left corner has five sub-menus that link to OSD configuration,
information, and status pages:

+ Configuration: This menu contains links to pages that let you define how the device operates
and interacts with its environment. Each tab has an OK, Cancel, and Apply button that lets you
accept or cancel the settings changes made.

+ Diagnostics: This menu contains links to pages that help diagnose issues concerning the client.

+ Information: The page under this menu displays hardware and firmware version information
about the device and the client’s IP address.

+ User Settings: This menu contains links to pages that let users define mouse, keyboard, image,
display topology, touch screen, tablet, and region settings, and also the certificate checking
mode.

+ Password: The page under this menu lets you update the administrative password for the
device.

2’ Password option appears when password protection is enabled.

The Password menu option is only present in the OSD for devices that are configured with password protection
enabled. If this option is not visible in the Options menu, you can make it visible by using a PColP Management
Console profile to enable password protection for the device. You can also use a PColP Management Console profile
to hide a single menu item, the entire Options menu, or all menus from users. For details, see the PColP®
Management Console Administrators’ Guide.

Options

Configuration
Diagnostics
Information
User Settings

Password

0SD Options menu

© 2021 Teradici
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OSD Menus

The GUI Reference in this documentation contains full details about each page. For information
about how to configure or manage a device using these OSD pages, see the appropriate section in
the GUI Reference.

© 2021 Teradici
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About the PColP Administrative Web Interface

About the PColP Administrative Web Interface

The PColP Administrative Web Interface (AWI) enables you to interact remotely with a PColP
endpoint. From the AWI, you can manage and configure a client, view important information about
it, and upload firmware and certificates to it.

A\ Disabled by default

As of firmware 6.4, the AWI is disabled by default. See Configuring Access to Management Tools for instructions on
how to enable the AWI.

After you type the device's IP address into an Microsoft Edge, Mozilla Firefox, or Google Chrome
browser, the browser will use HTTPS to connect to the device's AWI web page. Access to the AWI
is controlled using an administrative password, which can be optionally disabled. The Zero Client
supports one AWI login at a time. If a user attempts to login to the AWI while another user is
logged in, the AWI provides a warning that a user is currently logged in. Should a user continue to
login the existing user is disconnected.

Log In
Your session has ended. Please enter the administrative password to access this device.
Warning: A session already exists for a user at 10.0.0.42.

This session has been inactive for , and will never expire.
If you continue with your login, that user's session will be terminated.

Password: | ]

Idle Timeout: |Never v Log In

The AWI's HTTPS connection is secured using a PColP root Certificate Authority (CA) certificate.
To avoid warning messages when you log into the AWI, it is recommended that you install this
certificate in your browser. You can also download it directly from How do | get the fix the
unsecure browser warning when accessing the Management Console 2.x and 3.x web interface?
(1406). Detailed instructions on how to install the certificate are also included in the
knowledgebase article.
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About the PColP Administrative Web Interface

The following browsers are supported in this release:

« Firefox: current version
« Chrome: current version

+ Microsoft Edge: current version

© 2021 Teradici
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Logging into the Administrative Web Interface

Logging into the Administrative Web Interface

To log into the Administrative Web Interface (AWI) web page:
1. Using a web browser, enter the client's IP address in the address bar. According to network
requirements, this address may be either a static or dynamic address as follows:
- Static IP Address: The IP address is hard-coded and must be known.

- Dynamic IP Address: The Dynamic Host Configuration Protocol (DHCP) server dynamically
assigns the IP address. You can get it from the DHCP server.

2. Fromthe Log In page, enter the administrative password.

/" Contact your reseller for your device's AWI password

Contact your reseller to obtain the default password for your device's AWI.

Log In

Please enter the administrative password to access this device.

Password: |

Idle Timeout: INever j Log In |

AWI Log In page

3. To change idle timeout (the time after which the device is automatically logged off), select an
option from the Idle Timeout drop-down menu.

4. Click Log In.

© 2021 Teradici
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Logging into the Administrative Web Interface

2" Some PColP devices do not require a password to log in

Some PColP devices have password protection disabled and do not require a password to log in.

If configured in the firmware defaults, the Initial Setup page appears the first time you log in. You
can configure audio, network, and session parameters on this page. After you click Apply, the
Home page appears for each subsequent session. This page provides an overview of the device
status.

If a warning message appears when you try to log in, then a session is already in progress on that
device. Only one user can log into a device at one time. When a new session logs in, the current
session is ended and the previous user is returned to the Log In page.

© 2021 Teradici

22



AWI Initial Setup Page

AWI Initial Setup Page

The AWI's Initial Setup page contains the audio, and network configuration parameters that you
must set before a client or host device can be used. This page helps to simplify initial setup and

reduce the time for new users to establish a session between a Tera2 PColP Zero Client and PColP
Remote Workstation Card.

2" Complex environments require further configuration

More complex environments that use host discovery or connection management systems require further
configuration than is available on the Initial Setup page.
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AWI| Home Page

The AWI Home page displays a statistics summary for the Tera2 PColP Zero Client. You can

display the Home page at any time by clicking the Home link at the top left section of the menu bar.

AWI Home Page

PCoIP® Zero Client

Processor:
Time Since Boot:
PCoIP Device Name:

Connection State:

Connection Duration:

802.1X Authentication Status:
Session Encryption Type:

PCoIP Packets (Sent/Received/Lost):
Bytes (Sent/Received):

Round Trip Latency (Min/Avg/Max):
Transmit Bandwidth (Min/Avg/Max/Limit):
Receive Bandwidth (Min/Avg/Max):

Pipeline Processing Rate (Avg/Max):
Endpoint Image Settings In Use:
Initial Image Quality (Min/Max):
Image Quality Preference:

Build To Lossless:

PCoIP® device status and statistics for the current session.

TERA2321 revision 0.0 (512 MB)
7 Days 7 Hours 1 Minutes 12 Seconds
pcoip-portal-0030040f8ba3

Connected to VDI host 192.168.63.216
0 Days 8 Hours 24 Minutes 35 Seconds
Disabled

AES-128-GCM

1108849 /983422 / 547 (0.0 %)
155727102 / 434504596
1/1/11ms

0/8 /264 /8000 kbps

0/0 /9056 kbps

0/ 40 Mpps
Host
50/80

45
Disabled

Maximum Rate:

1 24 fps 0 fps
2 24 fps 0 fps

Display User Defined Output Process Rate Image Quality

Lossy
Lossy

AWI: Home page

© 2021 Teradici
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AWI Home Page

The previous figure shows session statistics for devices that can support four connected displays.
If your deployment only supports two displays, information for these two displays will appear in
the bottom area of the page.

AWI Home Page Statistics

Statistics Description

Processor PColP processor type, version, and RAM size
Time Since Boot Length of time that the PColP processor has been running.
PColP Device Name The logical name for the device.

This field is the name the client registers with the DNS server if DHCP is enabled or the
system is configured to support registering the hostname with the DNS server. (See the
PColP Device Name parameter on the Label page.)

Connection State The current (or last) state of the PColP session. Possible connection states are:

+ Asleep

+ Canceling

+ Connected

+ Connection Pending

+ Disconnected

+ Waking
Connection Duration Displays the length of time the device has been connected to a host endpoint.
802.1X Authentication Indicates whether 802.1x authentication is enabled or disabled on the device.
Status
Session Encryption Displays the encryption algorithm in use when a session is active.
Type
PColP Packets PColP Packets Sent: The total number of PColP packets sent in the current/last session.
Statistics PColP Packets Received: The total number of PColP packets received in the current/last
session.

PColP Packets Lost: The total number of PColP packets lost in the current/last session.
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AWI Home Page

Statistics Description

Bytes

Round Trip Latency

Bandwidth Statistics

Pipeline Processing
Rate

Endpoint Image
Settings In Use

Initial Image Quality

Image Quality
Preference

Build to Lossless

Display

Maximum Rate:
Refresh Rate

© 2021 Teradici

Bytes Sent: The total number of bytes sent in the current/last session.
Bytes Received: The total number of bytes received in the current/last session.

The minimum, average, and maximum round-trip PColP system and network latency in
milliseconds (£ T ms).

Transmit Bandwidth: The minimum, average, and maximum traffic transmitted by the Tera
processor. The active bandwidth limit is the maximum amount of network traffic the
Tera processor may currently generate. The value is derived from the configured
bandwidth parameters and the current (or last) network congestion levels.

Receive Bandwidth: The minimum, average, and maximum traffic received by the Tera
processor.

Shows the average and maximum amount of image data being processed by the image
engine (in megapixels per second).

Displays if the image settings being used are configured within the client or within the
host. This is based on how the Use Client Image Settings field is configured on the
Image page for the host device.

The minimum and maximum quality setting is taken from the Image page for the
device.

The active setting is what's currently being used in the session and only appears on the
host.

This setting is taken from the Image Quality Preference field on the Image page. The
value determines if the image is set to a smoother versus a sharper image.

Options that may appear in this field include the following:
Enabled: The Disable Build to Lossless field on the Image page is unchecked.
Disabled: The Disable Build to Lossless field is checked.

The port number for the display.

This column shows the refresh rate of the attached display.

If the Maximum Rate field on the Image page is set to 0 (that is, there is no limit), the
maximum rate is taken from the monitor's refresh rate.

If the Maximum Rate field on the Image page is set to a value greater than 0, the refresh
rate shows as User Defined.
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AWI Home Page

Statistics Description

Output Process Rate The frame rate currently being sent from the image engine on the host to the client.
Image Quality Shows the current lossless state of the attached display:
+ Lossy

+ Perceptually lossless

+ Lossless

/" Clicking Reset Statistics also resets statistics on Home page

When you click the Reset Statistics button on the Session Statistics page, the statistics reported in the Home page are
also reset.

© 2021 Teradici
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AWI Recovery Mode

AWI Recovery Mode

Recovery mode is a special mode of the Tera2 PColP Zero Client firmware that takes effect when
the client experiences a problem that renders it unable to operate. Recovery mode automatically
becomes active under the following conditions:

+ A firmware update fails.

+ The client has an invalid configuration.

+ The client has been unable to complete its boot sequence after a number of attempts.
This mode lets you correct the configuration, or upload a replacement firmware or certificate file.

When the client is in recovery mode, the following AWI login screen displays when you enter the
client’s IP address in your browser’s address bar:

teradici.

PColP

Log In
Please enter the administrative password to access this device.
This Zero Client is in Recovery mode due to an interrupted or corrupted

firmware load. Please alert your administrator to upload firmware and restart
the Zero Client.

Password: |

Idle Timeout: INever LI Log In |

AWI recovery mode
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AWI Recovery Mode Options

AWI Recovery Mode Options

After logging in, the AWI displays the recovery mode Home page. The menus at the top show the
available options for configuring and displaying information.

© 2021 Teradici
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AWI Recovery Mode Options

L%u Out

PCoIP® Zero Client

Home Configuration / Diagnostics / Info / Upload

PCoIP® Zero Client

the Zero Client.

Processor:
Time Since Boot:
PCoIP Device Name:

Connection State:

Connection Duration:

802.1X Authentication Status:
Session Encryption Type:

PCoIP Packets (Sent/Received/Lost):
Bytes (Sent/Received):

Round Trip Latency (Min/Avg/Max):
Transmit Bandwidth (Min/Avg/Max/Limit):
Receive Bandwidth (Min/Avg/Max):

Pipeline Processing Rate (Avg/Max):
Endpoint Image Settings In Use:
Initial Image Quality (Min/Max):
Image Quality Preference:

Build To Lossless:

PCoIP® device status and statistics for the current session.

This Zero Client is in Recovery mode due to an interrupted or corrupted
firmware load. Please alert your administrator to upload firmware and restart

TERA2140 revision 1.0 (128 MB)
19 Days 6 Hours 12 Minutes 7 Seconds
pcoip-portal-emu001-025056972792

Disconnected

N/A
Not in Session

5/4/3(37.5 %)

2/1

10/50/ 100 ms

10000 / 50000 / 110000 / 100000 kbps
1000 / 2000 / 5000 kbps

0 /0 Mpps
Client
10/ 20

30
Enabled

Maximum Rate:

1 N/A N/A
2 N/A N/A
3 N/A N/A
4 N/A N/A

Display User Defined Output Process Rate Image Quality

N/A
N/A
N/A
N/A

AWI recovery mode — home page

- Configuration: Enables you to correct the problem by changing the network configuration
(including IPv6 settings), clearing the management state, updating the client’s administrative
password, and resetting the configuration and permissions settings stored on the device.
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AWI Recovery Mode Options

- Diagnostics: Displays the client’s event log messages and lets you reset the PColP processor.
+ Information: Displays hardware and firmware version information about the client.

+ Upload: Lets you upload firmware and certificates for a client.
You can also use the Management Console to upload firmware and certificates to a group of
Tera2 PColP Zero Clients. For details, see PColP® Management Console Administrators’

Guide.

See also: Troubleshooting a Tera2 PColP Zero Client in Recovery Mode.
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AWI Menus

AWI| Menus

The AWI has five main menus that link to the various configuration and status pages:
- Configuration: The pages under this menu let you configure the various aspects for the device,
such as network settings, language, session parameters, and so on.

+ Permissions: The pages under this menu let you set up the permissions for the USB on the
client and host.

- Diagnostics: The pages under this menu help you troubleshoot the device.

+ Info: The pages listed this menu let you view firmware information and the devices currently
attached to the device.

- Upload: The pages under this menu let you upload a new firmware version, an OSD logo, and
your certificates to the device.

The following figure shows the menus and pages available in the AWI.
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AWI Menus

(D N N

( Log In j
[ Initial Setup / Home Page j
f
v v v v v
[ Configuration H Permissions Diagnostics H Info H Upload
| \ ‘\ \ \
[ Initial Setup j [ uUsB ] [ Event Log ] [ Version j [ Firmware
Newlvork Session‘ Control Attached‘ Devices OSD‘Logo
( | ) ‘ ‘
Session Statistics Certificate
[ Ipv6 ] ‘
[ -
[ Management j [ Au‘dlo j
[ UéB j [ Display j
[
[ Auldio j [ PColP Processor ]
I
[ SC|EP j [ Packet Capture j
[
( Label )
[
[ Access ]
[
Discove
( v )
|
SNMP
( | )
[ Session ]
[
C Bandwidth )
[
( Language ]
I
[ Power j
[
[ Image ]
I
[ Time j
[
[ Unified Communications j
[
[ Password j
[
[ Reset Parameters j

AWI menu overview

d Refer to GUI Reference section
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What Can You Connect To Using Your Tera2 PColP Zero Client?

What Can You Connect To Using Your Tera2 PColP
Zero Client?

Your Tera2 PColP Zero Client can connect to wide variety of host desktops and peripherals. This
section provides an overview of your connection options. It describes:

+ PColP Host Support

+ Device Support

+ Supported Displays and Resolutions

d Physically Setting Up a Tera2 PColP Zero Client

For instructions on how to physically set up a Tera2 PColP Zero Client and connect it to USB devices, monitors, and a
network, see the Connecting the Tera2 PColP Zero Client to the Network and knowledge base article 1025. This guide
has detailed instructions for each step of the installation process.

PColP Host Support

Tera2 PColP Zero Clients are pre-configured to connect directly to PColP Connection Manager or
VMware Horizon brokers, but you can easily configure them for any session connection type.
Tera2 PColP Zero Clients can connect to the following PColP host endpoints:

« PColP Remote Workstation Cards
« Teradici Cloud Access Software
+ Amazon WorkSpaces Desktops

+ VMware Horizon Desktops

Device Support

The Tera2 PColP Zero Client supports the following devices:

» Monitors: Depending on the Tera2 PColP Zero Client model, you can attach up to four monitors.

© 2021 Teradici

34


https://help.teradici.com/s/article/1025

Supported Displays and Resolutions

- Analog devices: You can attach analog output devices such as headphones and speakers to the
Tera2 PColP Zero Client’s analog output (line out) jack and analog input devices such as
microphones and recording devices to the client’s analog input (line in) jack.

- USB devices: You can attach a variety of USB devices to your Tera2 PColP Zero Client. USB
human interface device (HID) devices (for example, keyboards, mice, Wacom tablets) are
locally terminated by the client. Non-HID devices (for example, mass storage devices, some
printers, non-isochronous scanners) are automatically bridged when the USB permissions are
set to allow the device. The drivers for many of these devices need to be installed in the host
operating system (0OS).

Supported Displays and Resolutions

Tera2 PColP Zero Clients support from one to four displays at the following resolutions:

PColP Zero Client Processor Name Maximum No. of Supported Displays and Resolutions

TERA2321 1 x 3840x2160 |2 See 4K Capabilities
1 x 2560x1600 |
2 x 1920x1200

TERA2140 2 x 3840x2160 |2 See 4K Capabilities
2 x 2560x1600 | !
4x1920x1200

4K Capabilities

4k resolutions are supported on 4K UHD monitors connected to PColP Zero Client DisplayPort
models using firmware 20.07 or newer, while connected to:

+ Remote Workstation Cards running firmware 20.01 or newer
+ Cloud Access Software host agents with supported configurations

+ Horizon View agents with supported configurations
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4K Capabilities

EDID and timing behavior
The PColP Zero Client will attempt to use the native timing of the monitor's EDID. 4K 60 Hz timings are not supported
and the Zero Client will search for a 4K @ 30 Hz timing instead.
6 EDID does not have 4K @ 30 Hz Timing

If your monitor supports 4K but does not have an EDID that contains a 4k resolution of 3840x2160 @ 30 Hz, you can
use the OSD's Enable Preferred Resolution Override

Review each configuration and understand its use case before determining which 4K configuration
to use. Frame rates will adapt automatically based on the content being displayed. Along with
having a 4K UHD monitor, it is recommended that the network connection between the Remote
Workstation Card and Zero Client is 1Gb or higher.

Possible 4K Zero Client Configurations

- Dual DisplayPort (TERA2321) PColP Zero Clients can support 1 4K UHD @ 30 Hz display at 15
frames per second (FPS) for full screen. A video that takes up half of the screen can run at 30
FPS

- Quad DisplayPort (TERA2140) can support up to 2 4K UHD @ 30 Hz displays, both running 15
FPS simultaneously, or 1 running 15 FPS for a full screen and the other static. A video that
takes up half of the screen can run at 30 FPS (single monitor running at 30 FPS will be
supported in a future release)

4K Requirements

+ 4K firmware 20.07 or newer
- DisplayPort model of a quad (TERA2140) or dual (TERA2321) zero client

- 1 Gb connection between the client and host (for a better experience)
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/" 4K Host Requirements

4K host requirements are found in their respective Administrators' Guides

+ PColP Remote Workstation Card Administrative Guide
+ Cloud Access Software Host Agent Administrative Guides

« VMware Documentation

1. Tera2 PColP Zero Clients support 2560x1600 resolution on attached displays using either DVI (with Y-cable) or
DisplayPort interfaces. For instructions on how to connect cables to Tera2 PColP Zero Clients with DVI and/or
DisplayPort ports to support this resolution, see knowledge base article 1025.

2. Tera2 PColP Zero Clients support 3840x2160 (4K UHD) resolution at 15 FPS on attached displays using Display Port
interfaces when the changing content is full screen. A video that takes up half of the screen can run at 30 FPS.
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Setting Up Your Tera2 PColP Zero Client

Setting Up Your Tera2 PColP Zero Client

This section describes how to connect your Tera2 PColP Zero Client to the network. You'll also
learn how to configure initial setup parameters, as well as secure your Tera2 PColP Zero Client so
that you can establish a successful PColP session.

The topics include:

+ Enabling the AWI

+ Connecting the Tera2 PColP Zero Client to the Network
+ Configuring Initial Setup Parameters

+ Securing Your Tera2 PColP Zero Client

« Reset Notification

Connecting Peripherals

1. Connect USB keyboard and mouse.

2. Connect one end of the Ethernet cable to the zero client and the other end to a switch/router.
The switch or router should be on the same network as the Remote Workstation Card or
virtual desktop server. For more advanced network environments, visit the Teradici technical
support site.

3. Connect monitor cables to the zero client.

4. Connect speakers and/or headphones (optional). Connect power supply to the zero client and
a power source.

Press the front panel PColP button to power on the zero client after your peripherals are connected
to the zero client.

Reset Notification

You can have your PColP Zero Client display a pop up message that notifies you that your PColP
Zero Client is about to restart. This feature is beneficial when performing a remote configuration
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Reset Notification

change via the AWI or a PColP Management Console profile update that requires the PColP Zero
Client to reboot. Enabling this feature can provide you the time to save important work before the
reboot happens. This setting can be found in the AWI Reset Parameters page and in the
Management Console profile Power section.

This feature has 4 configurable options.

- 0 seconds (disabled)
- 30 seconds
-+ 60 seconds (1 minute)

- 300 seconds(5 minutes)
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Connecting the Tera2 PColP Zero Client to the Network

Connecting the Tera2 PColP Zero Client to the
Network

To connect the Tera2 PColP Zero Client:

1. Connect a USB keyboard and mouse to any of the Tera2 PColP Zero Client USB ports.

2. Connect one end of the Ethernet cable to the Tera2 PColP Zero Client and the other end to a
switch/router. The switch or router should be on the same network as the Remote
Workstation Card or virtual desktop server if there is not a PColP Management Console that is
managing the pcoip endpoints.

3. Connect monitor cables to the Tera2 PColP Zero Client.

ﬂ Connect monitors using correct ports

To ensure the best experience, connect monitors to the zero client ports in sequential order
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Connecting the Tera2 PColP Zero Client to the Network

/" Supporting 2560 x 1600 resolutions

Ensure your cables are connected as shown when configuring monitors for 2560 x 1600 resolutions. For more
information see knowledge base article 1025

------ © Display 1
ey Only supported
) p on DisplayPort
G@ ' | Display D
TERA2321-DW TERA2321-DP+DWVI

Single Display at 2560 x 1600 Resolution

13 Dlplay 1 p‘i ....... © Dioplay?
b SRS I O Dbplly2

@E{ ......... 0
; [ Display 2 4'

TERAZ140-DW

TERA21400P

Dual Displays at 2560 x 1600 Resolutions

tj Connecting to Remote Workstation Cards

For additional information when connecting monitor cables using PColP Remote Workstation Cards, refer to the
Remote Workstation Card Administrators' Guide - Installation section

4. (Optional) Connect speakers and/or headphones to the Tera2 PColP Zero Client.
5. Connect the power supply to the Tera2 PColP Zero Client and a power source.

6. Press the front panel button to power on the Tera2 PColP Zero Client.

© 2021 Teradici


https://help.teradici.com/s/article/1025
https://teradici.com/web-help/pcoip_remote_workstation_card/current/#4-installation/Setting_up_card.htm%3FTocPath%3DInstallation%7C_____0

Configuring Initial Setup Parameters

Configuring Initial Setup Parameters

Before you use your Tera2 PColP Zero Client for the first time, you need to configure initial setup
parameters, including setting basic audio, network, and session information.

You can perform this initial setup from the AWI Initial Setup page, shown next.

Initial Setup (1:1 Manual Configuration)
These settings must be configured before the device is used for the first time

Step 1: Audio
Enable HD Audio: ¥/ Note: To enable audio, please ensure that audio is also enabled on the Host.

Step 2: Network
Enable DHCP: ¥

IP Address:

Subnet Mask:
Gateway: D

Primary DNS Server: ..
Secondary DNS Server:

Step 3: Session

The Client is configured to use Connection Management. With Connection Management enabled,
the Client will request a Host from the Connection Manager. To manually configure the session,

Connection Management must be disabled on the Configuration->Connection Management page.

Step 4: Apply Changes

Apply | Cancel
AWI Initial Setup page

The following parameters display on the AWI Initial Setup page:

Audio Parameters

Category Parameter Description

Audio Enable HD Audio Enables audio support on the client

Network Enable DHCP Enables DHCP (as opposed to using manual IP address configuration)
IP Address Device's IP address
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Category Parameter Description
Subnet Mask Device's subnet mask
Gateway Device's gateway IP address
Primary DNS Server Device's primary DNS IP address
Secondary DNS Server Device's secondary DNS IP address

0 You can also configure network settings from the OSD and AWI Network and Audio pages

You can configure the initial setup settings, as well as other network settings, from the OSD and AWI Network pages.
To configure network settings from these pages, see Configuring Audio and Configuring Network Settings.

Session Parameters
Session parameters are configured from the AWI Configuration -> Session page.
To configure initial setup parameters from the AWI:

1. From the AWI, select Configuration > Initial Setup.
2. From the AWI Initial Setup page, configure audio, and network parameters.
3. Browse to Configuration > Session and select your preferred session type.

4. Click Apply to save your configuration.
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Securing Your Tera2 PColP Zero Client

The security needs of your deployment are driven by your specific environment. You can configure
Tera2 PColP Zero Clients to meet security requirements for a range of scenarios, from high-
security environments to trusted environments.

Securing your Tera2 PColP Zero Client involves some or all of these tasks, depending on your
deployment needs:

- Disable the AWI: For high security environments, the Administrative Web Interface should be
disabled and the PColP Management Console used as the tool for configuring PColP
endpoints. See Configuring Access to Management Tools

- Disable SLP Discovery: Ensure SLP Discovery is disabled and configure your PColP Zero Client to
connect to a specific PColP host.

+ Peering to Your Remote Workstation Card: Zero Clients can be peered to a uniqgue Remote
Workstation Card allowing for a secure connection between dedicated PColP Zero Clients and
Remote Workstation Cards using custom peer-to-peer certificates. See Peering Remote
Workstation Cards

- Setting the Certificate Checking Mode: Configure how the Tera2 PColP Zero Client behaves if it
can't verify a secure connection to the server. See Setting Certificate Checking Mode.

- Uploading certificates to the Tera2 PColP Zero Client: Depending on the certificate checking mode
you choose, you may have to upload server certificates to the Tera2 PColP Zero Client's
certificate store. See Uploading Certificates.

+ Configuring the Tera2 PColP Zero Client with an Endpoint Manager. Configure your Tera2 PColP Zero
Client for either automatic or manual discovery by an endpoint manager. See Connecting to an
Endpoint Manager.

+ Configuring 802.1x Network Device Authentication: Configure 802.1x network device
authentication for enhanced security. See Configuring 802.1x Network Device Authentication.

- Configuring Access to Management Tools: Configure a PColP device management tool for
managing the Tera2 PColP Zero Client, disable administrative access to the Tera2 PColP Zero
Client's AWI, or force an administrative password change the next time someone accesses the
AWI or OSD. See Configuring Access to Management Tools.
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Securing Your Tera2 PColP Zero Client

6 You can access additional security functionality from the PColP Management Console

You can configure security settings for multiple devices from the PColP Management Console, as well as access
additional AWI and OSD security settings (including password settings and the option to hide OSD menus). For more
information, see the PColP® Management Console Administrators’ Guide.
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Default Security Mode

Default Security Mode

Out of the box, the Tera2 PColP Zero Client is configured with the following security settings:

+ The Certificate Checking Mode is set to Warn before connecting to untrusted servers. See Setting
Certificate Checking Mode.

+ The Security Level is set to Low. See About Tera2 PColP Zero Client Security Levels.

+ The security certificate store is empty. See About Certificates and Uploading Certificates.
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Setting Certificate Checking Mode

Setting Certificate Checking Mode

When the Tera2 PColP Zero Client can't verify a secure connection to the host or connection
broker, its behavior is determined by the Certificate Checking Mode option.

You configure this option from the OSD Certificate page (shown next).

User Settings

Certificate | Mouse | Keyboard | Image | Display Topology | Touch Screen | Tablet | Region
| -
teradici. PColP® Zero Client
Certificate Checking Mode:

i This mode determines how the client proceeds when it cannot verify that your connection to
the server is secure. It is not recommended that you change this setting unless instructed to
do so by your system administrator,

O Never connect to untrusted servers
® Warn before connecting to untrusted servers
O Do not verify server identity certificates
| oK || cancel | Apply
0SD Certificate page
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@ Trusting Servers

Server trust is established by certificates. Certificates are uploaded to the Tera2 PColP Zero Client through endpoint
managers such as the PColP Management Console. For more information, see Performing Common Tasks.

ﬂ Preventing users from changing the Certificate Checking Mode option

You can prevent users from changing the Certificate Checking Mode option on the OSD Certificate page. To do this,
access the Certificate Check Mode Lockout option found in the advanced options for any of the PColP® Connection

Manager or View Connection Server session connection types.

To set the Certificate Checking Mode:

1. From the OSD, select Options > User Settings > Certificate.
2. From the OSD Certificate page, choose one of the Certificate Checking Mode options:

- Never connect to untrusted servers: Configures the client to reject the connection if a trusted,

valid certificate is not installed.

- Warn before connecting to untrusted servers: Configures the client to display a warning if an
unsigned or expired certificate is encountered, or when the certificate is not self-signed

and the client trust store is empty.

- Do not verify server identity certificates: Configures the client to enable all connections.

3. Click OK.
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Peering Zero Clients to Remote Workstation Cards

PColP Zero Clients can be peered (paired) to Remote Workstation Cards using custom certificates
to establish a secure PColP peer-to-peer connection. This optional but recommended
configuration allows for a more secure connection then the default connection. The custom peer-
to-peer certificate and the root certificate must be present in both the Zero Client and Remote
Workstation card certificate store. The custom certificate must then be applied to the Peer-to-Peer
Certificate field, which is displayed when the Direct to Host Session Connection Type and Suite B:
TLS 1.2 with Suite B-compliant 192-bit elliptic curve encryption TLS Security Mode options are selected.

d Changing Session Connection Type

If you need to change your Session Connection Type from connecting to Remote Workstation Cards, be sure to
change the TLS Security Mode to Maximum Compatibility: TLS 1.7 or higher with RSA keys

/" Remote Workstation Card Configuration

Ensure you follow the same procedure on your peered (paired) Remote Workstation Card before attempting to
connect to it. See the PColP Remote Workstation Card Administrators' Guide for details.

ﬁ Peer-to-Peer connections

The peer-to-peer connection using certificates supports connections between PColP Zero Clients and Remote
Workstation Cards only. This configuration is done via the AWI.

6 Important: OCSP (Online Certificate Status Protocol)

OCSP (Online Certificate Status Protocol) is currently not supported for custom peer-to-peer certificates

To configuring a secure peer-to-peer connection for a PColP Remote Workstation Card:

1. Upload both your custom peer-to-peer certificate and your root certificate to your PColP Zero
Client certificate store. See Uploading Certificates.
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Peering Zero Clients to Remote Workstation Cards

6 Remote Workstation Certificate

Ensure the desired trusted certificate is uploaded to the Remote Workstation Card certificate store.

2. Select Direct to Host for the Session Connection Type on the Session page.

3. Enter the DNS Name or IP Address of the Remote Workstation Card that you are going to have
a peer-to-peer connection with.

4. Select Show Advanced Options.

5. Select the TLS Security Mode option Suite B: TLS 1.2 with Suite B-compliant 192-bit elliptic curve
encryption.

6. Select the correct Peer-to-Peer Certificate. (If it is not displayed, you have not yet uploaded it to
the certificate store)

7. Select Apply.
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Peering Zero Clients to Remote Workstation Cards

Log Out PColIP® Zero Client

Home

Configuration / Permissions / Diagnostics / Info / Upload

teradici.

PColP

Session

Configure the connection to a device

Session Connection Type:| Direct to Host

DNS Name or IP Address: | 10.0.155.213

Hide Advanced Options

Wake Host from Low Power State: Wake-On-LAN Enabled + Peer Addres:V

Host Wake MAC Address: | 00 = 30 = 04 |« 13 - B2 = BB

Enable Auto-Reconnect: [

Enable Peer Loss Overlay: [_|

Enable Preparing Desktop N
Overlay:

Enable Session Disconnect )
Hotkey: CTRL + ALT + F12

PColP Utility Bar Mode: | Disabled N

TLS Security Mode:  Suite B: TLS 1.2 with Suite B-compliant 192-bit elliptic curve encryption

Peer-to-Peer Certificate: | 2.) endpoint v

Disconnect Message Filter: | Show All

Enable DSCP: |

& OJ

Enable Congestion Notification: |

Apply Cancel
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Establishing a PColP Connection

Establishing a PColP Connection

Tera2 PColP Zero Clients can establish a PColP session with a variety of hardware and software
PColP hosts. Zero Clients establish a session by setting it's session connection type via the OSD or

AWI to connect to a supported host.

You can find Zero Client configuration information for supported hosts in the following topics:
+ Connecting to PColP Remote Workstation Cards.
+ Connecting to Teradici Cloud Access Software.

+ Connecting to Amazon WorkSpaces Desktops.

+ Connecting to VMware Horizon Desktops and Applications.
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OSD: Amazon WorkSpaces Session Settings

Use the Amazon WorkSpaces session Connection Type to connect directly to your Amazon
WorkSpaces desktop through multi-factor authentication when connecting with PColP Zero
Clients on firmware 6.0 or later. This connection type removes the need to deploy and manage the
PColP Connection Manager for Amazon WorkSpaces in order to connect PColP Zero Clients to

Amazon WorkSpaces.

@ security Consideration

The connection manager determines the security requirements. Amazon connection manager requires multi-factor
authentication when connecting to Amazon WorkSpaces.

6 Advanced Options

Advanced parameters for this session type are accessible from the AWI.

Natwork :IPvG l Management I SCEP Label l Discovery Se5Si00 | Power l Display ]Mcoss [Audo Rasat
(£2) amazon o7k
v7
( ’n,'u),n} e CONMECHOoN 1O B paer Cavice

tion Tyvpe Amazon WorkSpaces

OK Cancel Apply
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0SD: Amazon WorkSpaces Session Settings

The following parameters can be found on the OSD Session tab for the Amazon WorkSpaces
selection.

0SD Amazon WorkSpaces Parameters

Parameter Description

Registration Code Enter the code provided by Amazon when your Workspace was created.

Connection Name The name you gave your connection displayed in the OSD when you turn your zero client on.
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OSD: Auto Detect Session Settings

This connection type automatically detects which broker protocol a connection server is using so
users in a mixed environment (for example, one that uses View Connection Servers and PColP
Connection Managers) do not have to manually reconfigure the session type each time they
switch brokers. Once a successful connection has been made, the server URI will automatically
appear in the Server drop-down list on the user's OSD Connect screen, along with any other
desktops the user has successfully connected to. Additionally, you can use Auto Detect when
connecting directly to Cloud Access Software.

Configuration

teradici.
Configure the connection to a peer device
Connection Type: ‘Auto Detect M
Server URI: ‘
Unlock | OK | ’ Cancel Appl

0SD session connection type — Auto Detect
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OSD: Auto Detect Session Settings

The following parameters can be found on the OSD Auto Detect page.

0SD Auto Detect Parameters

Parameter Description

Server Enter the Uniform Resource Identifier (URI) for the PColP Connection Manager or the Cloud Access
URI Software host when connecting directly to Cloud Access Software.

The URI must be in the form https://<host FQDN> or https://<ip address>. Once a successful connection

has been made to a connection server, it will appear in the Server drop-down list on the OSD Connect
page if the Tera2 PColP Zero Client is configured to cache servers.
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OSD: Direct to Host Session Settings

Select the Direct to Host session connection type from the Options > Configuration > Session page to

configure a client to connect directly to a host.

Click the Advanced button to configure advanced settings for this option.

Configuration

MNetwork I IPv6 | Management | SCEP I Label | Discovery ‘ Session ‘ Powver I Display I Access |Audi0 I Reset |

Configure the connection to a peer device

Connection Type: ‘_Direct to Host

DNS Name or IP Address: ‘i192.168.1 100

. Advanced |

Unlock | OK | | Cancel | | Apply |

0SD Session Connection Type — Direct to Host
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OSD: Direct to Host Session Settings

Settings

Wake Host from Low Power State:  |Wake-On-LAN Enabled + Peer Address H
Host Wake MAC Address: 00 |-/00 |00 00 |-|00 |-/00
Host Wake IP Address: 192|168 [.|110[,|100

Enable Auto-Reconnect: [
Enable Peer Loss Overlay: [

Enable Preparing Desktop Overlay: [J

Disconnect Message Filter: Showy Al H

OK ] [ Cancel

Advanced Settings
The following parameters can be found on the OSD Direct to Host page.

0SD Direct to Host Parameters

Parameters Description

DNS Name or Enter the IP address or DNS name for the host.
IP Address
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Parameters Description

Wake Host Select whether to use the PColP Remote Workstation Card’s MAC and IP address or a custom
from Low MAC and IP address when configuring the Wake-On-LAN feature on a client. This feature wakes
Power State up the host when the user presses the client’s power button, a key on the keyboard, or clicks the

Connect button on the Connect window .

+ Wake-On-LAN Enabled + Peer Address: After you have successfully connected to the PColP
Remote Workstation Card, both the card's MAC address and IP address are automatically
populated in the Host Wake MAC Address and Host Wake IP Address.

+ Wake-On-LAN Enabled + Custom Address: When selected, enables you to manually enter the
MAC address and IP address of the device you want to wake up.
If the Remote Workstation Card Software is installed in the host PC and the Use host PC NIC
for Wake-on-LAN setting is enabled in the Features > Power Management section of the Remote
Workstation Card Software GUI, the MAC address and IP address of the host PC’s network
interface card (NIC) will automatically be populated in the Host Wake MAC Address and Host
Wake IP Address read-only fields.

The hardware on the host PC must be able to support waking from low power state (off/
hibernate/sleep) when it receives a wake-on-LAN packet.
You can disable the Wake-On-LAN feature from the AWI Power page.

Host Wake Enter the host's MAC address to complete the host wake up configuration when Wake-On-LAN
MAC Address Enabled + Custom Address is selected.
When Wake-0n-LAN Enabled + Peer Address is selected, the host's MAC address is populated after
a successful connection. The client will send a 'magic packet' to the MAC address to wake the
host computer from a low power state. The client will send a 'magic packet' to this MAC
address to wake the host computer from a low power state.

Host Wake IP Enter the host’s IP address to complete the host wake up configuration when Wake-On-LAN
Address Enabled + Custom Address is selected. The client will send a 'magic packet' to this IP address to
wake the host computer from a low power state.

Enable Auto- When enabled, lets the client automatically reconnect with the last connected host when a

Reconnect session is lost.

Enable Peer When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss of

Loss Overlay network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger this
message.
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Parameters Description

Enable When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.
Preparing This overlay provides assurance that login is proceeding if the desktop takes more than a few
Desktop seconds to appear.

Overlay
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This field lets you control what type of messages appear when a session is disconnected. There
are three categories:
Information: User- or administrator-initiated actions affecting the session:

- You have been disconnected because you logged in from another location or your host was
shut down or restarted.

+ You have been disconnected because an administrator disconnected you.

- You have been disconnected because you logged in from another location.

- You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

- Unable to connect (0x1001). Contact your IT administrator.
- Unable to connect (0x1002). Contact your IT administrator.
- Session closed remotely.

- Session closed remotely (unknown cause).

- You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x301). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
administrator for assistance.
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OSD: Direct to Host + SLP Host Discovery Session
Settings

Select the Direct to Host + SLP Host Discovery session connection type from the Options > Configuration
> Session page to configure a client to connect directly to a host and to use Service Location
Protocol (SLP) to discover the host automatically.

I "Disabling SLP Host Discovery" Teradici recommends disabling SLP discovery to create a secure

environment.

Click the Advanced button to configure advanced settings for this option.
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Configuration

Network | IPv6 | Management | SCEP | Label | Discovery l Session | Powver | Display | Access IAudio | Reset l
Configure the connection to a peer device
Connection Type:  |Direct to Host + SLP Host Discovery H
| Advanced |
Unlock } OK | | Cancel | | Apply ]

0SD session connection type — Direct to Host + SLP Host Discovery
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OSD: Direct to Host + SLP Host Discovery Session Settings

Enable Auto-Reconnect: [
Enable Peer Loss Overlay: [

Enable Preparing Desktop Overlay: [

Disconnect Message Filter: {Show All |'|

[ OK I[ Cancel ]

Advanced Settings
The following parameters can be found on the OSD Direct to Host + SLP Host Discovery page.

0SD Direct to Host + SLP Host Discovery Parameters

Parameters Description

Enable Auto- When enabled, lets the client automatically reconnect with the last connected host when a
Reconnect session is lost.

Enable Peer Loss When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss
Overlay of network connectivity is detected. Normal hypervisor scheduling delays can falsely

trigger this message.

Enable Preparing When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.
Desktop Overlay
This overlay provides assurance that login is proceeding if the desktop takes more than a
few seconds to appear.
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This field lets you control what type of messages appear when a session is disconnected.
There are three categories:

Information: User- or administrator-initiated actions affecting the session:
+ You have been disconnected because you logged in from another location or your host
was shut down or restarted.
+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

+ Unable to connect (0x1001). Contact your IT administrator.
+ Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x301). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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OSD: PColP Connection Manager Session Settings

Select the PColP Connection Manager session connection type from the Options > Configuration >
Session page to configure the client to use a PColP Connection Manager as the PColP session
broker or when connecting to a Cloud Access Software host.

Click the Advanced button to configure advanced settings for this option.

Configuration
MNetwork | IPv6 | Management | SEER | Label | Discovery ‘ Session ’ Power| Display |Acoess |Audi0 | Reset ‘
n n
teradici. PColP® Zero Client
Configure the connection to a peer device
Connection Type: ‘:PCOHD Connection Manager H
Server URI: H
|} Advanced |
Unlock \ oK || cancel || Apply |

0SD Session connection type — PColP Connection Manager
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OSD: PColP Connection Manager Session Settings

PColP® Zero Client

Desktop Name to Select:

Auto Connect:

Remember Username:

Auto Launch If Only One Desktop:
Use OSD Logo For Login Banner:
Enable Peer Loss Overlay:

Enable Preparing Desktop Overlay:
Disconnect Message Filter:

Organization ID:

Disabled

a
a
O
O

[Show Al

|

| Apply | | Cancel \

Advanced Settings

The following parameters can be found on the OSD PColP Connection Manager page.

0SD PColP Connection Manager Parameters

Parameter Description

Server URI Enter the Uniform Resource Identifier (URI) for the PColP Connection Manager or the Cloud
Access Software host when connecting directly to Cloud Access Software.

The URI must be in the form https://<host FQDN> or https://<ip address>.

Desktop Name to Enter the desktop name used by the client when starting a session.

Select
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Parameter Description

Auto Connect This field determines the client’s auto connect behavior after startup:

Enabled: The client automatically connects with the connection server after startup and a
PColP session ends, bypassing the OSD Connect page.

Disabled: The client does not automatically connect with the connection server.

Enabled With Retry On Error: The client will continuously attempt to contact the connection
server. After a connection failure, the client waits before attempting to connect again. This
wait time increases with each successive failure. The wait interval is not configurable.

Devices running firmware 4.1.7 or lower do not support Retry On Error behavior and will
always perform a single attempt to contact the connection server when this option is
selected.

After enabling Auto Connect, the client must be power-cycled for the change to take effect.

Remember When enabled, the user name text box automatically populates with the last username
Username entered.

Auto Launch If When enabled, users are automatically connected to a provisioned desktop after user
Only One Desktop credentials are entered.

This feature only applies to users who are entitled to a single desktop. It does not apply to
users entitled to multiple virtual desktops.

Use OSD Logo for When enabled, the OSD logo banner appears at the top of login screens in place of the
Login Banner default banner.

Enable Peer Loss When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss
Overlay of network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger

this message.

Enable Preparing When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.
Desktop Overlay
This overlay provides assurance that login is proceeding if the desktop takes more than a
few seconds to appear.
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This field lets you control what type of messages appear when a session is disconnected.
There are three categories:

Information: User- or administrator-initiated actions affecting the session:
+ You have been disconnected because you logged in from another location or your host
was shut down or restarted.
+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

+ Unable to connect (0x1001). Contact your IT administrator.
+ Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x301). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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Parameter Description

Organization ID Enter an organization ID for the company (for example, 'mycompany.com’). This field
accepts any UTF-8 character.

You only need to specify this parameter if the PColP Connection Manager requests it. The
organization ID is used for certain types of PColP Broker Protocol authentication messages.
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OSD: PColP Connection Manager + Auto-Logon
Session Settings

Select the PColP Connection Manager + Auto-Logon session connection type from the Options >
Configuration > Session page to configure a client to automatically enter a user’s login details when a
PColP Connection Manager is used as the PColP session broker, or when connecting directly to a
Cloud Access Software host.

Click the Advanced button to configure advanced settings for this option.

A\ Take precautions to secure PColP Zero Clients

Passwords are stored locally in retrievable form when PColP Zero Clients are configured with this session connection
type. For this reason, it should not be used in high security environments. Ensure that you take precautions to prevent
theft of the zero client if you do use this session connection type.
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OSD: PColP Connection Manager + Auto-Logon Session Settings

Configuration

MNetwork | IPv6 | Management I SCEP | Label | Discovery ‘ Session ’ Powver | Display IAocess | Audio | Reset ‘

teradici.

Configure the connection to a peer device

PColP® Zero Client

Connection Type: ’PCOlP Connection Manager + Auto-Logon

B

Server URI: ‘

User name: ’

Password: ‘

Domain: H

| Advanced

|

Unlock | oK

Cancel

Apply

0SD Session Connection Type — PColP Connection Manager + Auto-Logon
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OSD: PColP Connection Manager + Auto-Logon Session Settings

Desktop Name to Select:

Auto Connect:

Auto Launch If Only One Desktop:
Use OSD Logo For Login Banner:
Enable Peer Loss Overlay:

Enable Preparing Desktop Overlay:

Disconnect Message Filter:

teradici PColP® Zero Client

I

Disabled |
O

O

O

O

Show Al B

[ Apply | | cancel |

Advanced Settings

The following parameters can be found on the OSD PColP Connection Manager + Auto-Logon

page.

0SD PColP Connection Manager + Auto-Logon Parameters

Parameter Description

Server URI Enter the Uniform Resource Identifier (URI) for the PColP Connection Manager or the Cloud
Access Software host when connecting directly to Cloud Access Software.

The URI must be in the form https://<host FQDN> or https://<ip address>.

User name Enter the user name for the client (maximum number of characters is 128). This user name

will be sent to the specified connection server.

Password Enter the password for the client (maximum number of characters is 128). This password will

be sent to the specified connection server.
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Parameter Description

Domain Enter the domain for the client (maximum number of characters is 256). This domain will be
sent to the specified connection server.

Desktop Name to Enter the desktop name used by the client when starting a session.
Select
Auto Connect This field determines the client’s auto connect behavior after startup:

Enabled: The client automatically connects with the connection server after startup and a
PColP session ends, bypassing the OSD Connect page.

Disabled: The client does not automatically connect with the connection server.

Enabled With Retry On Error: The client will continuously attempt to contact the connection
server. After a connection failure, the client waits before attempting to connect again. This
wait time increases with each successive failure. The wait interval is not configurable.

Devices running firmware 4.1.7 or lower do not support Retry On Error behavior and will
always perform a single attempt to contact the connection server when this option is

selected.

After enabling Auto Connect, the client must be power-cycled for the change to take effect.

Auto Launch If When enabled, users are automatically connected to a provisioned desktop after user
Only One Desktop credentials are entered.

This feature only applies to users who are entitled to a single desktop. It does not apply to
users entitled to multiple virtual desktops.

Use OSD Logo for When enabled, the OSD logo banner appears at the top of login screens in place of the default
Login Banner banner.

Enable Peer Loss When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss
Overlay of network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger

this message.

Enable Preparing When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.
Desktop Overlay
This overlay provides assurance that login is proceeding if the desktop takes more than a few
seconds to appear.
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OSD: PColP Connection Manager + Auto-Logon Session Settings

This field lets you control what type of messages appear when a session is disconnected.
There are three categories:

Information: User- or administrator-initiated actions affecting the session:
+ You have been disconnected because you logged in from another location or your host
was shut down or restarted.
+ You have been disconnected because an administrator disconnected you.
- You have been disconnected because you logged in from another location.

- You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

- Unable to connect (0x1001). Contact your IT administrator.
- Unable to connect (0x1002). Contact your IT administrator.
- Session closed remotely.

- Session closed remotely (unknown cause).

- You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x301). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x402). Contact your IT
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OSD: View Connection Server Session Settings

OSD: View Connection Server Session Settings

Select the View Connection Server session connection type from the Options > Configuration > Session
page to configure a client to use a View Connection Server as the broker when connecting to a

VMware desktop.

2’ Connecting a View Connection Server to a workstation

You can also use a View Connection Server to connect to a workstation with a PColP Remote Workstation Card
installed. For this option, VMware View Agent must be installed on the remote workstation, and a number of other
configuration requirements for both the client and host must be in place. For complete details, refer to Using PColP®

Host Cards with VMware View.

Click the Advanced button to configure advanced settings for this option.
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OSD: View Connection Server Session Settings

vmware Horizon

Configure the connection to a peer device

Connection Type: |_\/iew Connection Server H

DNS Name or IP Address: |

|' Advanced

ﬁl

Unlock l OK ] [ Cancel

| [ Apply

0SD Session connection type — View Connection Server
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OSD: View Connection Server Session Settings

vmware Horizon

Configure the advanced View Connection Server settings for the device

Pool Name to Select:

L

Port: ‘ | Leave blank for default

Auto Connect: ‘Disabled H

Remember Username:

Auto Launch If Only One Pool:

O O

Use OSD Logo For Login Banner:
Prefer GSC-IS:

=

Enable Peer Loss Overlay:
Enable Preparing Desktop Overlay:
Enable RDS Application Access:

O O0Oo0oO

Enable IPv6 Address Resolution:
Prefer IPv6 for FQDN Resolution:

Disconnect Message Filter: Show Al I'l

| Apply

|| cancel

Advanced Settings
The following parameters can be found on the OSD View Connection Server page.

0SD View Connection Server Parameters

Parameter Description

DNS Name or Enter the View Connection Server's DNS name or IP address. For VMware Horizon Daas, this is
IP Address the DNS name or IP address of the VMware Horizon DaaS Desktop Portal.

Pool Name to Enter the pool name. When the list includes a pool with this name, the client will immediately
Select start a session with that pool.

This field is case-insensitive.

Port By default, port 443 is used to communicate with the connection server. If your network is set up

to use a non-standard port for secure connections, enter the port number.
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Parameter Description

Auto Connect This field determines the client’s auto connect behavior after startup:

Enabled: The client automatically connects with the connection server after startup and a PColP
session ends, bypassing the OSD Connect page.

Disabled: The client does not automatically connect with the connection server.

Enabled With Retry On Error: The client will continuously attempt to contact the connection server.
After a connection failure, the client waits before attempting to connect again. This wait time
increases with each successive failure. The wait interval is not configurable.

Devices running firmware 4.1.7 or lower do not support Retry On Error behavior and will always
perform a single attempt to contact the connection server when this option is selected.

After enabling Auto Connect, the client must be power-cycled for the change to take effect.

Remember When enabled, the user name text box automatically populates with the last username entered.
Username

Auto Launch If When enabled, users are automatically connected to a provisioned desktop or application after
Only One Pool user credentials are entered.

This feature only applies to users who are entitled to a single desktop. It does not apply to users
entitled to multiple virtual desktops.

Use OSD Logo When enabled, the OSD logo banner appears at the top of login screens in place of the default
for Login banner.

Banner

Prefer GSC-IS When enabled, if a smart card (CAC) supports more than one interface such as GSC-IS and PIV

then GSC-IS is used. However in the case where the card supports both GSC-IS and PIV, and only
PIV objects are configured on the card then the connection may fail. If this is the case uncheck
the box and retest. If a smart card supports only one interface, such as either GSC-IS or PIV
endpoint, then only the GSC-IS or PIV endpoint interface is used regardless of this setting. This
only affects smart card access performed outside of PColP sessions.

Enable Peer When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss of
Loss Overlay network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger this
message.

Desktop applications that require the peer loss notification should re-enable the feature through
the OSD, AWI, or PColP Management Console.
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Parameter Description

Enable When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.
Preparing

Desktop This overlay provides assurance that login is proceeding if the desktop takes more than a few
Overlay seconds to appear.

Enable RDS When enabled and users connect to a VMware Horizon View Connection Server that offers
Application applications, a list of available applications will be presented.

Access

Applications open in full-screen mode, but can be re-sized once users are in session.

Enable IPv6 This setting supports VMware Horizon View 6.7 implementations, which enable View-brokered
Address IPv6 sessions on IPv6-only networks. When enabled, clients can advertise IPv6 and FQDN
Resolution capability to the View connection Server and receive IPv6 and FQDN peer addresses back.

Prefer IPv6 for When enabled, the client’'s IPv6 address is preferred for FQDN resolution when the client requests
FQDN a session.

Resolution
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OSD: View Connection Server Session Settings

This field lets you control what type of messages appear when a session is disconnected. There
are three categories:

Information: User- or administrator-initiated actions affecting the session:
+ You have been disconnected because you logged in from another location or your host was
shut down or restarted.
+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

+ Unable to connect (0x1001). Contact your IT administrator.
+ Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x301). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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OSD: View Connection Server + Auto-Logon
Session Settings

Select the View Connection Server + Auto-Logon session connection type from the Options >
Configuration > Session page to configure a client to automatically enter a user’s login details when a
View Connection Server is used to connect to a VMware desktop.

Click the Advanced button to configure advanced settings for this option.

A\ Take precautions to secure PColP Zero Clients

Passwords are stored locally in retrievable form when PColP Zero Clients are configured with this session connection
type. For this reason, it should not be used in high security environments. Ensure that you take precautions to prevent

theft of the zero client if you do use this session connection type.
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OSD: View Connection Server + Auto-Logon Session Settings

vmware" Horizon

Configure the connection to a peer device

Connection Type: ‘\/iew Connection Server + Auto-Logon H

DNS Name or IP Address: ‘

User name: ‘ ’

Password: ‘ ’

Domain: \| J

| Advanced |

Unlock [ OK ] | Cancel ] \ Apply ]

0SD Session connection type — View Connection Server + Auto-Logon
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OSD: View Connection Server + Auto-Logon Session Settings

vmware' Horizon

Configure the advanced View Connection Server settings for the device

Pool Name to Select: “
Port: C] Leave blank for default
Auto Connect: [Disabled |'|

Auto Launch If Only One Pool: [

Use OSD Logo For Login Banner:
Enable Peer Loss Overlay:

Enable Preparing Desktop Overlay:
Enable RDS Application Access:

O 0Ooooao

Enable IPv6 Address Resolution:
Prefer IPv6 for FQDN Resolution:

Disconnect Message Filter:  |Showv Al H

Apply ] [ Cancel

Advanced Settings
The following parameters can be found on the OSD View Connection Server + Auto-Logon page.

0SD View Connection Server + Auto-Logon Parameters

Parameter Description

DNS Name or IP Enter the View Connection Server's DNS name or IP address. For VMware Horizon Daas, this
Address is the DNS name or IP address of the VMware Horizon DaaS Desktop Portal.
User name Enter the user name for the client (maximum number of characters is 128). This user name

will be sent to the specified connection server.

Password Enter the password for the client (maximum number of characters is 128). This password will
be sent to the specified connection server.

Domain Enter the domain for the client (maximum number of characters is 256). This domain will be
sent to the specified connection server.
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Parameter Description

Pool Name to Enter the pool name. When the list includes a pool with this name, the client will immediately
Select start a session with that pool.

This field is case-insensitive. For Teral PColP Zero Clients, this parameter is called Desktop
Name to Select.

Port By default, port 443 is used to communicate with the connection server. If your network is set
up to use a non-standard port for secure connections, enter the port number.

Auto Connect This field determines the client’s auto connect behavior after startup:

Enabled: The client automatically connects with the connection server after startup and a
PColP session ends, bypassing the OSD Connect page.

Disabled: The client does not automatically connect with the connection server.

Enabled With Retry On Error: The client will continuously attempt to contact the connection
server. After a connection failure, the client waits before attempting to connect again. This
wait time increases with each successive failure. The wait interval is not configurable.

Devices running firmware 4.1.7 or lower do not support Retry On Error behavior and will
always perform a single attempt to contact the connection server when this option is
selected.

After enabling Auto Connect, the client must be power-cycled for the change to take effect.

Auto Launch If When enabled, users are automatically connected to a provisioned desktop or application
Only One Pool after user credentials are entered.
For Teral PColP Zero Clients, this parameter is called Auto Launch If Only One Desktop.

This feature only applies to users who are entitled to a single desktop. It does not apply to
users entitled to multiple virtual desktops.

Use OSD Logo for When enabled, the OSD logo banner appears at the top of login screens in place of the default
Login Banner banner.

Enable Peer Loss When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss
Overlay of network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger

this message.
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Parameter Description

Enable Preparing
Desktop Overlay

Enable RDS
Application
Access

Enable IPv6
Address
Resolution

Prefer IPv6 for
FQDN Resolution

© 2021 Teradici

When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.

This overlay provides assurance that login is proceeding if the desktop takes more than a few
seconds to appear.

When enabled and users connect to a VMware Horizon View Connection Server that offers
applications, a list of available applications will be presented.

Applications open in full-screen mode, but can be re-sized once users are in session.

This setting supports VMware Horizon View 6.7 implementations, which enable View-
brokered IPv6 sessions on IPv6-only networks. When enabled, clients can advertise IPv6 and
FQDN capability to the View connection Server and receive IPv6 and FQDN peer addresses
back.

When enabled, the client's IPv6 address is preferred for FQDN resolution when the client
requests a session.
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OSD: View Connection Server + Auto-Logon Session Settings

This field lets you control what type of messages appear when a session is disconnected.
There are three categories:

Information: User- or administrator-initiated actions affecting the session:
+ You have been disconnected because you logged in from another location or your host
was shut down or restarted.
+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

« Unable to connect (0x1001). Contact your IT administrator.
« Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

« You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x3071). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

« You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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OSD: View Connection Server + Kiosk Session Settings

OSD: View Connection Server + Kiosk Session
Settings

Select the View Connection Server + Kiosk session connection type from the Options > Configuration >
Session page to configure a client to use Kiosk mode when connecting to a VMware desktop via a

View Connection Server.

Click the Advanced button to configure advanced settings for this option.

A\ Take precautions to secure PColP Zero Clients

Passwords are stored locally in retrievable form when PColP Zero Clients are configured with this session connection
type. For this reason, it should not be used in high security environments. Ensure that you take precautions to prevent

theft of the zero client if you do use this session connection type.
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OSD: View Connection Server + Kiosk Session Settings

vmware" Horizon
Configure the connection to a peer device
Connection Type: ‘\/iew Connection Server + Kiosk H
DNS Name or IP Address: ‘
® Zero Client MAC O Custom
Username: CM-|02:50:56:97:27.92
Password: H
| Advanced |

Unlock [ OK | | Cancel ] \ Apply ]

0SD Session connection type — View Connection Server + Kiosk

© 2021 Teradici 89



OSD: View Connection Server + Kiosk Session Settings

vmware' Horizon

Configure the advanced View Connection Server settings for the device

Port: D Leave blank for default

Use OSD Logo For Login Banner: [
Enable Peer Loss Overlay: [

Enable Preparing Desktop Overlay: [
Enable RDS Application Access: [
Enable IPv6 Address Resolution: [

Prefer IPv6 for FQDN Resolution:

Disconnect Message Filter:  |Show Al H

Apply ] [ Cancel

Advanced Settings

The following parameters can be found on the OSD View Connection Server + Kiosk page.

0SD View Connection Server + Kiosk Parameters

Parameter Description

DNS Name or IP Enter the View Connection Server's DNS name or IP address.
Address
Username Select the type of user name that matches the naming you use for the devices on the View

Connection Server.

+ Zero Client MAC: Select this option to automatically populate the Username field with the
MAC address of the Tera2 PColP Zero Client.

+ Custom: Enter the user name for the Tera2 PColP Zero Client. This user name has the
prefix 'Custom!.

When Custom is selected as the user name type, enter the value for this component of the
custom user name. This field is limited to 13 characters.
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OSD: View Connection Server + Kiosk Session Settings

Parameter Description

Password To password protect the virtual machine for the kiosk, enter a password in this field. This
password must match the one entered for the device in the View Connection Server.

Port By default, port 443 is used to communicate with the connection server. If your network is set
up to use a non-standard port for secure connections, enter the port number.

Use OSD Logo for When enabled, the OSD logo banner appears at the top of login screens in place of the default
Login Banner banner.

Enable Peer Loss When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss
Overlay of network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger

this message.

Enable Preparing When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.
Desktop Overlay
This overlay provides assurance that login is proceeding if the desktop takes more than a few
seconds to appear.

Enable RDS When enabled and users connect to a VMware Horizon View Connection Server that offers
Application applications, a list of available applications will be presented.
Access

Applications open in full-screen mode, but can be re-sized once users are in session.

Enable IPv6 This setting supports VMware Horizon View 6.1 implementations, which enable View-

Address brokered IPv6 sessions on IPv6-only networks. When enabled, clients can advertise IPv6 and

Resolution FQDN capability to the View connection Server and receive IPv6 and FQDN peer addresses
back.

Prefer IPv6 for When enabled, the client’s IPv6 address is preferred for FQDN resolution when the client

FQDN Resolution requests a session.
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OSD: View Connection Server + Kiosk Session Settings

This field lets you control what type of messages appear when a session is disconnected.
There are three categories:

Information: User- or administrator-initiated actions affecting the session:
+ You have been disconnected because you logged in from another location or your host
was shut down or restarted.
+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

« Unable to connect (0x1001). Contact your IT administrator.
« Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

« You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x3071). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

« You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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OSD: View Connection Server + Imprivata OneSign Session Settings

OSD: View Connection Server + Imprivata OneSign
Session Settings

Select the View Connection Server + Imprivata OneSign session connection type from the Options >
Configuration > Session page to configure a client to authenticate through the Imprivata OneSign
system in addition to a View Connection Server when connecting to a VMware desktop.

Click the Advanced button to configure advanced settings for this option.

Configuration

Network | IPv6 | Management | SCEP | Label | Discovery | Session ‘ Powerl Display | Access |Audio | Reset |

Configure the connection to a peer device

Connection Type: ‘View Connection Server + Imprivata OneSignH

Bootstrap URL: ‘

| Advanced |

Unlock \ OK \ \ Cancel ] ] Apply |

0SD Session Connection Type - View Connection Server + Imprivata OneSign
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OSD: View Connection Server + Imprivata OneSign Session Settings

vmware Horizon

Configure the advanced View Connection Server settings for the device

OneSign Pool Name Mode: [Ignore the Pool Name to Select field H

Pool Name to Select: [

Remember Username:

Use OSD Logo For Login Banner:
Prefer GSC-IS:

Enable Peer Loss Overlay:

Enable Preparing Desktop Overlay:
Enable RDS Application Access:

O 00D0®RO®™

Enable IPv6 Address Resolution:
Prefer IPv6 for FQDN Resolution:

Disconnect Message Filter:  |Show All H

Apply | [ Cancel

Advanced Settings

The following parameters can be found on the OSD View Connection Server + Imprivata OneSign
page.

0SD View Connection Server + Imprivata OneSign Parameters

Parameter Description

Bootstrap URL Enter the bootstrap URL used to find an initial OneSign server in a OneSign authentication
deployment.

OneSign Pool Select whether the Pool Name to Select property is used in OneSign mode.

Name Mode + Ignore the Pool Name to Select field

+ Use the Pool Name to Select field if set For Teral PColP Zero Clients, this parameter is called
OneSign Desktop Name Mode.
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OSD: View Connection Server + Imprivata OneSign Session Settings

Parameter Description

Pool Name to Enter the pool name. When the list includes a pool with this name, the client will immediately
Select start a session with that pool. This field is case-insensitive. For Teral PColP Zero Clients, this
parameter is called Desktop Name to Select

Remember When enabled, the user name text box automatically populates with the last username entered.
Username

Use OSD Logo When enabled, the OSD logo banner appears at the top of login screens in place of the default
for Login banner.

Banner

Prefer GSC-IS When enabled, if a smart card (CAC) supports more than one interface such as GSC-IS and PIV

then GSC-IS is used. However in the case where the card supports both GSC-IS and PIV, and only
PIV objects are configured on the card then the connection may fail. If this is the case uncheck
the box and retest. If a smart card supports only one interface, such as either GSC-IS or PIV
endpoint, then only the GSC-IS or PIV endpoint interface is used regardless of this setting. This
only affects smart card access performed outside of PColP sessions.

Enable Peer When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss of

Loss Overlay network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger this
message.

Enable When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in. This

Preparing overlay provides assurance that login is proceeding if the desktop takes more than a few

Desktop seconds to appear.

Overlay

Enable RDS When enabled and users connect to a VMware Horizon View Connection Server that offers

Application applications, a list of available applications will be presented. Applications open in full-screen

Access mode, but can be re-sized once users are in session.

Enable IPv6 This setting supports VMware Horizon View 6.1 implementations, which enable View-brokered

Address IPv6 sessions on IPv6-only networks. When enabled, clients can advertise IPv6 and FQDN

Resolution capability to the View connection Server and receive IPv6 and FQDN peer addresses back.

Prefer IPv6 for When enabled, the client’s IPv6 address is preferred for FQDN resolution when the client requests

FQDN a session.

Resolution
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OSD: View Connection Server + Imprivata OneSign Session Settings

This field lets you control what type of messages appear when a session is disconnected. There
are three categories:

Information: User- or administrator-initiated actions affecting the session:
+ You have been disconnected because you logged in from another location or your host was
shut down or restarted.
+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

+ Unable to connect (0x1001). Contact your IT administrator.
+ Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x301). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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AWI: Amazon WorkSpaces

AWI: Amazon WorkSpaces

Select the Amazon WorkSpaces session connection type from the Configuration > Session page to
configure the client to connect directly to your Amazon WorkSpaces desktop through multi-factor
authentication when connecting with PColP Zero Clients on firmware 6.0 or newer. This
connection type removes the need to deploy and manage the PColP Connection Manager for
Amazon WorkSpaces in order to connect PColP Zero Clients to Amazon WorkSpaces.

6 Security

The connection manager determines the security requirements. Amazon WorkSpaces session type uses an Amazon
connection manager which requires multi-factor authentication when connecting to Amazon WorkSpaces.
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AWI: Amazon WorkSpaces

Session

Configure the connection to a device

Session Connection Type: | Amazon WorkSpaces v |

AWS Registration Code: \ ‘
AWS Connection Name: [ ]

| Hide Advanced Options ]

Desktop Name to Select: [ |

Certificate Check Mode: \ Warn before connecting to untrusted servers v \

Certificate Check Mode Lockout: [J prevent users from changing the Certificate Check Mode

Auto Connect: | Disabled v |
Connection Server Cache Mode: | Last servers used v | | Clear cache entries
Auto Launch If Only One O
Desktop:

Enable Peer Loss Overlay: [

Enable Preparing Desktop

Overlay: U
Enable Session Dis::{t::;::sf @ CTRL + ALT + F12
PCoIP Utility Bar Mode: | Disabled v
TLS Security Mode:|Maximum Compatibility: TLS 1.1 or higher with RSA keys v
Disconnect Message Filter: | Show All v

Enable DSCP: [

Enable Congestion Notification: ¢

Apply I Cancel

AWI Session Connection type — Amazon WorkSpaces

The following parameters can be found in the AWI Session tab when the Amazon WorkSpaces
connection type is selected with the advanced tab showing.

AWI Amazon WorkSpaces

Parameter Description

AWS Enter the registration code from the invitation email sent after creating your Amazon
Registration WorkSpace.
Code
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AWI: Amazon WorkSpaces

Parameter Description

AWS Enter a name for this registered Amazon WorkSpace instance.

Connection

Name

Desktop Name Enter the desktop name used by the client when starting a session.

to Select This field is case-insensitive.

Certificate Select the level of verification performed on the certificate presented by the connection server:
Check Mode

- Never connect to untrusted servers: Configure the client to reject the connection if a trusted,
valid certificate is not installed. (This is the most secure option.)

- Warn before connecting to untrusted servers: Configure the client to display a warning if an
unsigned or expired certificate is encountered, or if the certificate is not self-signed and the
Tera2 PColP Zero Client trust store is empty. (This option is selected by default.)

- Do not verify server identity certificates: Configure the client to enable all connections. (This
option is not secure.)

Certificate When enabled, prevents users from changing the Certificate Check Mode settings from the OSD.
Check Mode

Lockout

Auto Connect This field determines the client’s auto connect behavior after startup:

- Enabled: The client automatically connects with the connection server after startup and a
PColP session ends, bypassing the OSD Connect page.

- Disabled: The client does not automatically connect with the connection server.

+ Enabled With Retry On Error: The client will continuously attempt to contact the connection
server. After a connection failure, the client waits before attempting to connect again. This
wait time increases with each successive failure. The wait interval is not configurable.

Devices running firmware 4.1.7 or lower do not support Retry On Error behavior and will always
perform a single attempt to contact the connection server when this option is selected.

After enabling Auto Connect, the client must be power-cycled for the change to take effect.
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AWI: Amazon WorkSpaces

Parameter Description

Connection This field determines whether a connection server is dynamically added to the Server drop-down
Server Cache menu on the OSD Connect page when a user types in a valid server URI, or whether it appears in
Mode a read-only list for the user to select.

+ Last servers used: Select this option if you want a list of cached servers that a user has typed
in to appear in the Server drop-down menu on the OSD Connect page.

+ Read-only: Select this option if you want users to select a connection server from a read-only
list.

You can use the PColP Management Console to pre-populate the list of available connection

servers.
Auto Launch If When enabled, users are automatically connected to a provisioned desktop after user
Only One credentials are entered.
Desktop
This feature only applies to users who are entitled to a single desktop. It does not apply to users
entitled to multiple virtual desktops.
Enable Peer When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss of
Loss Overlay network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger this
message.
Enable When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.
Preparing
Desktop This overlay provides assurance that login is proceeding if the desktop takes more than a few
Overlay seconds to appear.
Enable Session When enabled, users can press the (Ctrl + Alt + F12  hotkey sequence to pop up the 'Zero
Disconnect Client Control Panel' overlay, which lets them disconnect the current session on the workstation
Hotkey or power off the workstation.

- Before users can use this disconnect hotkey sequence, certain other configuration options
must be in place. See Disconnecting from a Session for details.
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AWI: Amazon WorkSpaces

Parameter Description

PColP Utility When enabled, the PColP Utility Bar appears at the top of the primary display when a user is in

Bar Mode session and moves the cursor directly under the bar. The utility bar can be used to disconnect a
session or to shut down a remote workstation. For Direct to Host session connection types, Local
Cursor and Keyboard must be enabled in order for the Tera2 PColP Zero Client to process
mouse events for the utility bar. For all connection types, the mouse must be locally connected
(that is, not bridged).

+ Disabled: Disables the PColP Utility Bar. By default, the utility bar is disabled.

+ Enabled: Enables and auto-hides the PColP Utility Bar. Users can show the utility bar by
pointing the mouse at the top of the screen directly under the utility bar. Users can slide the
utility bar to the right and left at the top of the screen.

+ Enabled and Pinned: Enables and pins the PColP Utility Bar at the top of the screen. Users
cannot hide the utility bar, but they can slide it to the right and left at the top of the screen.

This feature is configurable from the PColP Management Console and AWI only.

Session Configure the Transport Layer Security (TLS) cipher to use for negotiating the TLS session
Negotiation between the PColP client and the PColP host.
Cipher Suites

+ Maximum Compatibility: TLS 1.1 or higher with RSA keys: This option provides maximum
compatibility.

+ Suite B: TLS 1.2 with Suite B-compliant 192-bit elliptic curve encryption. This option provides a
higher level of security.
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AWI: Amazon WorkSpaces

This field lets you control what type of messages appear when a session is disconnected. There
are three categories:

Information: User- or administrator-initiated actions affecting the session:
+ You have been disconnected because you logged in from another location or your host was
shut down or restarted.
+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

+ Unable to connect (0x10071). Contact your IT administrator.
+ Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x301). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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AWI: Amazon WorkSpaces

Parameter Description

Enable DSCP When enabled, the device populates the Differentiated Services Code Point (DSCP) field in the IP
header, enabling intermediate network nodes to prioritize PColP traffic accordingly.

Enable When enabled, transport congestion notification is enabled to enable PColP endpoints to react
Congestion accordingly if an intermediate network node sets the congestion notification bit in either the IP
Notification header or PColP transport header. For more information about the PColP transport header, see

PColP Packet Format.
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AWI: Auto Detect Session Settings

Select the Auto Detect session connection type from the Configuration > Session page to let the Tera2
PColP Zero Client automatically detect which broker protocol a connection server is using so
users in a mixed environment (for example, one that uses View Connection Servers and PColP
Connection Managers) do not have to manually reconfigure the session type each time they
switch brokers. Once a successful connection has been made, the server URI will automatically
appear in the Server drop-down list on the user's OSD Connect screen, along with any other
desktops the user has successfully connected to. Additionally, you can use Auto Detect when
connecting directly to Cloud Access Software.

Session

Configure the connection to a device

Session Connection Type: IAutu Detect |

Server URI: |

Apply | Cancel

AWI Session connection type — Auto Detect
The following parameters can be found on the AWI Auto Detect page.

AWI Auto Detect Parameters
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AWI: Auto Detect Session Settings

Parameter Description

Server Enter the Uniform Resource Identifier (URI) for the PColP Connection Manager or the Cloud Access
URI Software host when connecting directly to Cloud Access Software.

The URI must be in the form https://<host FQDN> or https://<ip address>. Once a successful connection

has been made to a connection server, it will appear in the Server drop-down list on the OSD Connect
page if the Tera2 PColP Zero Client is configured to cache servers.
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AWI: Direct to Host Session Settings

Select the Direct to Host session connection type from the Configuration > Session page to configure
the client to connect directly to a Remote Workstation Card.

Session

Configure the connection to a device

Session Connection Type: I Direct to Host Ll

DNS Name or IP Address: [10.0.34.207

Hide Advanced Options I

Wake Host from Low Power
State: IWake—On—LAN Enabled + Peer Address LI

Host Wake MAC Address: W-E-W-E-IE-IE

Enable Auto-Reconnect: [

Enable Peer Loss Overlay:

Enable Preparing Desktop r
Overlay:

Enable Session Disconnect
o otkey: ¥ CTRL + ALT + F12

PCoIP Utility Bar Mode: | Disabled =l
Session Negotiation Cipher Suites: IMaximm Compatibility: TLS 1.0 or higher with RSA keys ZI
Disconnect Message Filter: | Show All j

Enable DsSCP: [©

Enable Congestion Notification: V¥

Apply | Cancel

AWI Session connection type — Direct to Host
The following parameters can be found on the AWI Direct to Host page.

AWI Direct to Host Parameters

Parameters Description

DNS Name or Enter the IP address or DNS name for the Remote Workstation Card.
I[P Address
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AWI: Direct to Host Session Settings

Parameters Description

Wake Host Select whether to use the PColP Remote Workstation Card’s MAC and IP address or a custom
from Low MAC and IP address when configuring the Wake-On-LAN feature on a client. This feature wakes
Power State up the host when the user presses the client's power button, a key on the keyboard, or clicks the

Connect button on the Connect window.

+ Wake-On-LAN Enabled + Peer Address: After you have successfully connected to the PColP
Remote Workstation Card, both the card's MAC address and IP address are automatically
populated in the Host Wake MAC Address and Host Wake IP Address fields.

+ Wake-On-LAN Enabled + Custom Address: When selected, enables you to manually enter the
MAC address and IP address of the device you want to wake up.

If the Remote Workstation Card Software is installed in the host PC and the Use host PC NIC
for Wake-on-LAN setting is enabled in the Features > Power Management section of the Remote
Workstation Card Software GUI, the MAC address and IP address of the host PC’s network
interface card (NIC) will automatically be populated in the Host Wake MAC Address and Host
Wake IP Address fields.

The hardware host must be able to support waking from low power state (off/hibernate/sleep)
when it receives a wake-on-LAN packet.

You can disable the Wake-On-LAN feature from the AWI Power page.

Host Wake Enter the host's MAC address to complete the host wake up configuration when Wake-On-LAN
MAC Address Enabled + Custom Address is selected.
When Wake-0n-LAN Enabled + Peer Address is selected, the host's MAC address is populated after
a successful connection. The client will send a 'magic packet' to the MAC address to wake the
host computer from a low power state.

Host Wake IP Enter the host’s IP address to complete the host wake up configuration when Wake-0On-LAN
Address Enabled + Custom Address is selected. The client will send a 'magic packet' to this IP address to
wake the host computer from a low power state.

Enable Auto- When enabled, lets the client automatically reconnect with the last connected host when a

Reconnect session is lost.

Enable Peer When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss of

Loss Overlay network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger this
message.
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AWI: Direct to Host Session Settings

Parameters Description

Enable Session When enabled, users can press the [Ctrl + Alt + F12 | hotkey sequence to pop up the "Zero
Disconnect Client Control Panel' overlay, which lets them disconnect the current session on the workstation
Hotkey or power off the workstation.

+ Before users can use this disconnect hotkey sequence, certain other configuration options
must be in place. See Disconnecting from a Session for details.

PColP Utility When enabled, the PColP Utility Bar appears at the top of the primary display when a user is in

Bar Mode session and moves the cursor directly under the bar. The utility bar can be used to disconnect a
session or to shut down a remote workstation. For Direct to Host session connection types, Local
Cursor and Keyboard must be enabled in order for the Tera2 PColP Zero Client to process
mouse events for the utility bar. For all connection types, the mouse must be locally connected
(that is, not bridged).

- Disabled: Disables the PColP Utility Bar. By default, the utility bar is disabled.

- Enabled: Enables and auto-hides the PColP Utility Bar. Users can show the utility bar by
pointing the mouse at the top of the screen directly under the utility bar. Users can slide the
utility bar to the right and left at the top of the screen.

- Enabled and Pinned: Enables and pins the PColP Utility Bar at the top of the screen. Users
cannot hide the utility bar, but they can slide it to the right and left at the top of the screen.

This feature is configurable from the PColP Management Console and AWI only. It requires
firmware version 4.2.0 or higher.

Session Configure the Transport Layer Security (TLS) cipher to use for negotiating the TLS session
Negotiation between the PColP client and the PColP host.
Cipher Suites

+ Maximum Compatibility: TLS 1.1 or higher with RSA keys: This option provides maximum
compatibility.

+ Suite B: TLS 1.2 with Suite B-compliant 192-bit elliptic curve encryption. This option provides a
higher level of security.
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AWI: Direct to Host Session Settings

This field lets you control what type of messages appear when a session is disconnected. There
are three categories:

Information: User- or administrator-initiated actions affecting the session:
+ You have been disconnected because you logged in from another location or your host was
shut down or restarted.
+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

+ Unable to connect (0x10071). Contact your IT administrator.
+ Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x301). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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AWI: Direct to Host Session Settings

Parameters Description

Enable DSCP When enabled, the device populates the Differentiated Services Code Point (DSCP) field in the IP
header, enabling intermediate network nodes to prioritize PColP traffic accordingly.

Enable When enabled, transport congestion notification is enabled to enable PColP endpoints to react
Congestion accordingly if an intermediate network node sets the congestion notification bit in either the IP
Notification header or PColP transport header. For more information about the PColP transport header, see

PColP Packet Format.
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AWI: Direct to Host + SLP Host Discovery Session
Settings

Select the Direct to Host + SLP Host Discovery session connection type from the Configuration >
Session page to configure the client to connect directly to a host and to use Service Location
Protocol (SLP) to discover the host automatically.

Session

Configure the connection to a device

Session Connection Type:lDirect to Host + SLP Host Discovery ;I

Hide Advanced Options

Enable Auto-Reconnect: ™

Enable Peer Loss Overlay: [~

Enable Preparing Desktop r
Overlay:

Enable Session Disconnect
Hotkey: ™ CTRL + ALT + F12

PCoIP Utility Bar Mode: | Disabled ~|

Session Negotiation Cipher Suites: IMaximum Compatibility: TLS 1.0 or higher with RSA keys

Disconnect Message Filter: I Show All EI
Enable DSCP: [

Enable Congestion Notification: ¥

Apply Cancel

AWI Session connection type — Direct to Host + SLP Host Discovery
The following parameters can be found on the AWI Direct to Host + SLP Host Discovery page.

AWI Direct to Host + SLP Host Discovery Parameters

Parameters Description

Enable Auto- When enabled, lets the client automatically reconnect with the last connected host when a
Reconnect session is lost.
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Parameters Description

Enable Peer When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss of

Loss Overlay network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger this
message.

Enable When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.

Preparing

Desktop This overlay provides assurance that login is proceeding if the desktop takes more than a few

Overlay seconds to appear.

Enable Session When enabled, users can press the [Ctrl + Alt + F12 | hotkey sequence to pop up the "Zero

Disconnect Client Control Panel' overlay, which lets them disconnect the current session on the workstation

Hotkey or power off the workstation.

+ Before users can use this disconnect hotkey sequence, certain other configuration options
must be in place. See Disconnecting from a Session for details.

PColP Utility When enabled, the PColP Utility Bar appears at the top of the primary display when a user is in

Bar Mode session and moves the cursor directly under the bar. The utility bar can be used to disconnect a
session or to shut down a remote workstation. For Direct to Host session connection types, Local
Cursor and Keyboard must be enabled in order for the Tera2 PColP Zero Client to process
mouse events for the utility bar. For all connection types, the mouse must be locally connected
(that is, not bridged).

- Disabled: Disables the PColP Utility Bar. By default, the utility bar is disabled.

+ Enabled: Enables and auto-hides the PColP Utility Bar. Users can show the utility bar by
pointing the mouse at the top of the screen directly under the utility bar. Users can slide the
utility bar to the right and left at the top of the screen.

- Enabled and Pinned: Enables and pins the PColP Utility Bar at the top of the screen. Users
cannot hide the utility bar, but they can slide it to the right and left at the top of the screen.

This feature is configurable from the PColP Management Console and AWI only. It requires
firmware version 4.2.0 or higher.

Session Configure the Transport Layer Security (TLS) cipher to use for negotiating the TLS session
Negotiation between the PColP client and the PColP host.
Cipher Suites

- Maximum Compatibility: TLS 1.1 or higher with RSA keys: This option provides maximum
compatibility.

- Suite B: TLS 1.2 with Suite B-compliant 192-bit elliptic curve encryption. This option provides a
higher level of security.
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AWI: Direct to Host + SLP Host Discovery Session Settings

This field lets you control what type of messages appear when a session is disconnected. There
are three categories:

Information: User- or administrator-initiated actions affecting the session:
+ You have been disconnected because you logged in from another location or your host was
shut down or restarted.
+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

+ Unable to connect (0x10071). Contact your IT administrator.
+ Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x301). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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AWI: Direct to Host + SLP Host Discovery Session Settings

Parameters Description

Enable DSCP When enabled, the device populates the Differentiated Services Code Point (DSCP) field in the IP
header, enabling intermediate network nodes to prioritize PColP traffic accordingly.

Enable When enabled, transport congestion notification is enabled to enable PColP endpoints to react
Congestion accordingly if an intermediate network node sets the congestion notification bit in either the IP
Notification header or PColP transport header. For more information about the PColP transport header, see

PColP Packet Format.
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AWI. PColP Connection Manager Session Settings

Select the PColP Connection Manager session connection type from the Configuration > Session
page to configure the client to use a PColP Connection Manager as the PColP session broker or
when connecting to a Cloud Access Software host.

Session

Configure the connection to a device

Session Connection Type: | PCoIP Connection Manager v |
Server URI: [ |

| Hide Advanced Options |

Desktop Name to Select: \ ‘

Certificate Check Mode: |Warn before connecting to untrusted servers v |

Certificate Check Mode Lockout: [J prevent users from changing the Certificate Check Mode
Auto Connect: | Disabled v |

Connection Server Cache Mode: | Last servers used v | \ Clear cache entries |

Enable Self Help Link: [J

Auto Launch If Only One |

Desktop: =

Remember Username: ¥

Use OSD Logo For Login Banner: [J

Enable Peer Loss Overlay: [

Enable Preparing Desktop =
Overlay: —

Enable Session Disconnect @ CTRL + ALT + F12

Hotkey:
PCoIP Utility Bar Mode: | Disabled v |
TLS Security Mode: IMaximum Compatibility: TLS 1.1 or higher with RSA keys v
Disconnect Message Filter: | Show All v
Enable DSCP: [J

Enable Congestion Notification: ¥

Organization ID:

Apply | Cancel

AWI Session connection type — PColP Connection Manager

The following parameters can be found on the AWI PColP Connection Manager page.
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AWI PColP Connection Manager Parameters

Parameter Description

Server URI Enter the Uniform Resource Identifier (URI) for the PColP Connection Manager or the Cloud
Access Software host when connecting directly to Cloud Access Software.

The URI must be in the form https://<host FQDN> or https://<ip address>.

Desktop Name Enter the desktop name used by the client when starting a session.

to Select This field is case-insensitive.

Certificate Select the level of verification performed on the certificate presented by the connection server:
Check Mode

+ Never connect to untrusted servers: Configure the client to reject the connection if a trusted,
valid certificate is not installed. (This is the most secure option.)

+ Warn before connecting to untrusted servers: Configure the client to display a warning if an
unsigned or expired certificate is encountered, or if the certificate is not self-signed and the
Tera2 PColP Zero Client trust store is empty. (This option is selected by default.)

- Do not verify server identity certificates: Configure the client to enable all connections. (This
option is not secure.)

Certificate When enabled, prevents users from changing the Certificate Check Mode settings from the OSD.
Check Mode

Lockout

Auto Connect This field determines the client’s auto connect behavior after startup:

Enabled: The client automatically connects with the connection server after startup and a PColP
session ends, bypassing the OSD Connect page.

Disabled: The client does not automatically connect with the connection server.

Enabled With Retry On Error: The client will continuously attempt to contact the connection server.
After a connection failure, the client waits before attempting to connect again. This wait time
increases with each successive failure. The wait interval is not configurable.

Devices running firmware 4.1.7 or lower do not support Retry On Error behavior and will always

perform a single attempt to contact the connection server when this option is selected.
After enabling Auto Connect, the client must be power-cycled for the change to take effect.
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Parameter Description

Connection This field determines whether a connection server is dynamically added to the Server drop-
Server Cache down menu on the OSD Connect page when a user types in a valid server URI, or whether it
Mode appears in a read-only list for the user to select.

- Last servers used: Select this option if you want a list of cached servers that a user has typed
in to appear in the Server drop-down menu on the OSD Connect page.

+ Read-only: Select this option if you want users to select a connection server from a read-
only list.

You can use the PColP Management Console to pre-populate the list of available connection

servers.

Enable Self See Enabling the Self Help Link for details.

Help Link

Auto Launch If When enabled, users are automatically connected to a provisioned desktop after user

Only One credentials are entered.

Desktop
This feature only applies to users who are entitled to a single desktop. It does not apply to
users entitled to multiple virtual desktops.

Remember When enabled, the user name text box automatically populates with the last username entered.

Username

Use OSD Logo When enabled, the OSD logo banner appears at the top of login screens in place of the default

for Login banner.

Banner

Enable Peer When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss of

Loss Overlay network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger this
message.

Enable When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.

Preparing

Desktop Overlay This overlay provides assurance that login is proceeding if the desktop takes more than a few

seconds to appear.
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Parameter Description

Enable Session When enabled, users can press the Ctrl+Alt+F12 hotkey sequence to pop up the Zero Client
Disconnect Control Panel' overlay, which lets them disconnect the current session on the workstation or
Hotkey power off the workstation.

Before users can use this disconnect hotkey sequence, certain other configuration options
must be in place. See Disconnecting from a Session for details.

PColP Utility When enabled, the PColP Utility Bar appears at the top of the primary display when a user is in

Bar Mode session and moves the cursor directly under the bar. The utility bar can be used to disconnect a
session or to shut down a remote workstation. For Direct to Host session connection types,
Local Cursor and Keyboard must be enabled in order for the Tera2 PColP Zero Client to process
mouse events for the utility bar. For all connection types, the mouse must be locally connected
(that is, not bridged).

- Disabled: Disables the PColP Utility Bar. By default, the utility bar is disabled.

- Enabled: Enables and auto-hides the PColP Utility Bar. Users can show the utility bar by
pointing the mouse at the top of the screen directly under the utility bar. Users can slide the
utility bar to the right and left at the top of the screen.

- Enabled and Pinned: Enables and pins the PColP Utility Bar at the top of the screen. Users
cannot hide the utility bar, but they can slide it to the right and left at the top of the screen.

This feature is configurable from the PColP Management Console and AWI only. It requires
firmware version 4.2.0 or higher.

Session Configure the Transport Layer Security (TLS) cipher to use for negotiating the TLS session
Negotiation between the PColP client and the PColP host.
Cipher Suites

+ Maximum Compatibility: TLS 1.1 or higher with RSA keys: This option provides maximum
compatibility.

+ Suite B: TLS 1.2 with Suite B-compliant 192-bit elliptic curve encryption. This option provides a
higher level of security.
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AWI: PColP Connection Manager Session Settings

This field lets you control what type of messages appear when a session is disconnected.
There are three categories:

Information: User- or administrator-initiated actions affecting the session:

+ You have been disconnected because you logged in from another location or your host

was shut down or restarted.

+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

+ Unable to connect (0x10071). Contact your IT administrator.
+ Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x201). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x301). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x401). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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Enabling the Self Help Link

Parameter Description

Enable DSCP When enabled, the device populates the Differentiated Services Code Point (DSCP) field in the
IP header, enabling intermediate network nodes to prioritize PColP traffic accordingly.

Enable When enabled, transport congestion notification is enabled to enable PColP endpoints to react
Congestion accordingly if an intermediate network node sets the congestion notification bit in either the IP
Notification header or PColP transport header. For more information about the PColP transport header, see

PColP Packet Format.

Organization ID Enter an organization ID for the company (for example, 'mycompany.com’). This field accepts
any UTF-8 character.

You only need to specify this parameter if the PColP Connection Manager requests it. The
organization ID is used for certain types of PColP Broker Protocol authentication messages.

Enabling the Self Help Link

The Self Help Link option lets you configure a self-help link that will appear on the OSD Connect
window. When users click this link, they are automatically connected to a specific desktop that can
be used as a corporate resource—for example, a desktop containing IT help information. After
enabling this option, you configure all the necessary details to automatically log users in to the
desktop that you specify. You also configure the link text that you want to appear on the Connect
window.

Enable Self Help Link: ¥

Connection Server: I
Port: I (Leave blank for default)

Username

Password

Pool Name to Select

:
:
Domain:l
:|
:|

Link Text

Enable Self Help Link options

When you enable this field, the following options appear:
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Parameter Description

Connection Enter the fully-qualified domain name of the connection server brokering the desktop (for
Server example, a PColP Connection Manager for a PColP Connection Manager session connection
type, or a View Connection Server for a View Connection Server session connection type).

Port By default, port 443 is used to communicate with the connection server. If your network is set up
to use a non-standard port for secure connections, enter the port number.

Username To password protect the self-help desktop, enter a username in this field.
Password To password protect the self-help desktop, enter a password in this field.

Domain Enter the domain name for the self-help desktop (for example, mycompany.com).
Pool Name to Enter the pool or desktop name for the self-help desktop.

Select

Link Text Enter the text that you want to appear as hyperlinked text on the Connect window.
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AWI: PColP Connection Manager + Auto-Logon
Session Settings

Select the PColP Connection Manager + Auto-Logon session connection type from the Configuration >
Session page to configure the client to automatically enter a user’s login details when a PColP
Connection Manager is used as the PColP session broker, or when connecting directly to a Cloud

Access Software host.

A\ Take precautions to secure PColP Zero Clients

Passwords are stored locally in retrievable form when PColP Zero Clients are configured with this session connection
type. For this reason, it should not be used in high security environments. Ensure that you take precautions to prevent
theft of the zero client if you do use this session connection type.
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Session

Configure the connection to a device

Session Connection Type: I PCoIP Connection Manager + Ruto-Logon EI

Server URI: |https ://1lterwkstn90.teradici.local

Logon Username: I

Logon Password: I

Logon Domain Name: I

Hide Advanced Options

Desktop Name to Select: |

Certificate Check Mode: IWarn before connecting to untrusted servers ;I

Certificate Check Mode Lockout: 7 Prevent users from changing the Certificate Check Mode

Auto Connect: | Disabled :I

Connection Server Cache Mode: ILast servers used j Clear cache entries I

Auto Launch If Only One Desktop: ¥
Use OSD Logo For Login Banner: [~

Enable Peer Loss Overlay: [

Enable Preparing Desktop r
Overlay:

Enable Session Disconnect
Hotkey:

PCoIP Utility Bar Mode: | Disabled |

[V CTRL + ALT + F12

Session Negotiation Cipher Suites: |Haximum Compatibility: TLS 1.0 or higher with RSA keys

Disconnect Message Filter: I Show All j
Enable DSCP: ™

Enable Congestion Notification: ¥

Apply I Cancel |

AWI Session Connection type — PColP Connection Manager + Auto-Logon

The following parameters can be found on the AWI PColP Connection Manager + Auto-Logon

page.

AWI PColP Connection Manager + Auto-Logon Parameters

Parameter Description

Server URI Enter the Uniform Resource Identifier (URI) for the PColP Connection Manager or the Cloud
Access Software host when connecting directly to Cloud Access Software.

The URI must be in the form https://<host FQDN> or https://<ip address>.
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Parameter Description

Logon Enter the user name for the client (maximum number of characters is 128). This user name will
Username be sent to the specified connection server.

Logon Enter the password for the client (maximum number of characters is 128). This password will be
Password sent to the specified connection server.

Logon Domain Enter the domain for the client (maximum number of characters is 256). This domain will be
Name sent to the specified connection server.

Desktop Name Enter the desktop name used by the client when starting a session.

to Select

This field is case sensitive.

Certificate Select the level of verification performed on the certificate presented by the connection server:

Check Mode
- Never connect to untrusted servers: Configure the client to reject the connection if a trusted,

valid certificate is not installed. (This is the most secure option.)

- Warn before connecting to untrusted servers: Configure the client to display a warning if an
unsigned or expired certificate is encountered, or if the certificate is not self-signed and the
Tera2 PColP Zero Client trust store is empty. (This option is selected by default.)

- Do not verify server identity certificates: Configure the client to enable all connections. (This
option is not secure.)

Certificate When enabled, prevents users from changing the Certificate Check Mode settings from the OSD
Check Mode or AWI.
Lockout
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Parameter Description

Auto Connect This field determines the client’s auto connect behavior after startup:

Enabled: The client automatically connects with the connection server after startup and a PColP
session ends, bypassing the OSD Connect page.

Disabled: The client does not automatically connect with the connection server.

Enabled With Retry On Error: The client will continuously attempt to contact the connection server.
After a connection failure, the client waits before attempting to connect again. This wait time
increases with each successive failure. The wait interval is not configurable.

Devices running firmware 4.1.7 or lower do not support Retry On Error behavior and will always
perform a single attempt to contact the connection server when this option is selected.

After enabling Auto Connect, the client must be power-cycled for the change to take effect.

Connection This field determines whether a connection server is dynamically added to the Server drop-down
Server Cache menu on the OSD Connect page when a user types in a valid server URI, or whether it appears in
Mode a read-only list for the user to select.

- Last servers used: Select this option if you want a list of cached servers that a user has typed
in to appear in the Server drop-down menu on the OSD Connect page.

+ Read-only: Select this option if you want users to select a connection server from a read-only
list.

You can use the PColP Management Console to pre-populate the list of available connection

servers.
Auto Launch If When enabled, users are automatically connected to a provisioned desktop after user
Only One credentials are entered.
Desktop
This feature only applies to users who are entitled to a single desktop. It does not apply to users
entitled to multiple virtual desktops.
Use OSD Logo When enabled, the OSD logo banner appears at the top of login screens in place of the default
for Login banner.
Banner
Enable Peer When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss of
Loss Overlay network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger this

message.
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Parameter Description

Enable When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.
Preparing

Desktop This overlay provides assurance that login is proceeding if the desktop takes more than a few
Overlay seconds to appear.

Enable Session When enabled, users can press the  Ctrl + Alt + F12 | hotkey sequence to pop up the "Zero
Disconnect Client Control Panel' overlay, which lets them disconnect the current session on the workstation
Hotkey or power off the workstation.

+ Before users can use this disconnect hotkey sequence, certain other configuration options
must be in place. See Disconnecting from a Session for details.

PColP Utility When enabled, the PColP Utility Bar appears at the top of the primary display when a user is in

Bar Mode session and moves the cursor directly under the bar. The utility bar can be used to disconnect a
session or to shut down a remote workstation. For Direct to Host session connection types, Local
Cursor and Keyboard must be enabled in order for the Tera2 PColP Zero Client to process
mouse events for the utility bar. For all connection types, the mouse must be locally connected
(that is, not bridged).

- Disabled: Disables the PColP Utility Bar. By default, the utility bar is disabled.

- Enabled: Enables and auto-hides the PColP Utility Bar. Users can show the utility bar by
pointing the mouse at the top of the screen directly under the utility bar. Users can slide the
utility bar to the right and left at the top of the screen.

- Enabled and Pinned: Enables and pins the PColP Utility Bar at the top of the screen. Users
cannot hide the utility bar, but they can slide it to the right and left at the top of the screen.

This feature is configurable from the PColP Management Console and AWI only. It requires
firmware version 4.2.0 or higher.

Session Configure the Transport Layer Security (TLS) cipher to use for negotiating the TLS session
Negotiation between the PColP client and the PColP host.
Cipher Suites

+ Maximum Compatibility: TLS 1.1 or higher with RSA keys: This option provides maximum
compatibility.

- Suite B: TLS 1.2 with Suite B-compliant 192-bit elliptic curve encryption. This option provides a
higher level of security.
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AWI: PColP Connection Manager + Auto-Logon Session Settings

This field lets you control what type of messages appear when a session is disconnected. There
are three categories:

Information: User- or administrator-initiated actions affecting the session:
+ You have been disconnected because you logged in from another location or your host was
shut down or restarted.
+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

+ Unable to connect (0x10071). Contact your IT administrator.
+ Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x301). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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AWI: PColP Connection Manager + Auto-Logon Session Settings

Parameter Description

Enable DSCP When enabled, the device populates the Differentiated Services Code Point (DSCP) field in the IP
header, enabling intermediate network nodes to prioritize PColP traffic accordingly.

Enable When enabled, transport congestion notification is enabled to enable PColP endpoints to react
Congestion accordingly if an intermediate network node sets the congestion notification bit in either the IP
Notification header or PColP transport header. For more information about the PColP transport header, see

PColP Packet Format.
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AWI: View Connection Server Session Settings

Select the View Connection Server session connection type from the Configuration > Session page
to configure the client to use a View Connection Server as the broker when connecting to a
VMware desktop.

2’ Connecting a View Connection Server to a workstation

You can also use a View Connection Server to connect to a workstation with a PColP Remote Workstation Card
installed. For this option, VMware View Agent must be installed on the remote workstation, and a number of other
configuration requirements for both the client and host must be in place. For complete details, refer to Using PColP®
Host Cards with VMware View or reference KB 1044,
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AWI: View Connection Server Session Settings

Session

Configure the connection to a device

Session Connection Type: IView Connection Server LI

DNS Name or IP Address: Iview.teradici.com

Hide Advanced Options |

Pool Name to Select: |

Port: I (Leave blank for default)

Certificate Check Mode: IWarn before connecting to untrusted servers j

Certificate Check Mode Lockout: I Prevent users from changing the Certificate Check Mode

Trusted View Connection Servers: Show | Clear I

Auto Connect: I Disabled j

Connection Server Cache Mode:lLast servers used j Clear cache entries

-

Enable Self Help Link:

<l

Auto Launch If Only One Pool:

<l

Remember Username:
Use OSD Logo For Login Banner:
Prefer GSC-1IS:

I I .

Enable Peer Loss Overlay:

Enable Preparing Desktop r
Overlay:

Enable Session Disconnect
Hotkey: ™ CTRL +ALT + F12

Enable RDS Application Access: [

PCoIP Utility Bar Mode: | Disabled =l
Session Negotiation Cipher Suites: |Maximrum Compatibility: TLS 1.0 or higher with RSA keys Ll
Disconnect Message Filter: I Show All EI

Custom Session SNI: |

Enable DSCP:

<7

Enable Congestion Notification:
Enable IPv6 Address Resolution:

Prefer IPv6 for FQDN Resolution:

o

Apply I Cancel |

AWI Session Connection type — View Connection Server
The following parameters can be found on the AWI View Connection Server page.

AWI View Connection Server Parameters
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AWI: View Connection Server Session Settings

Parameter Description

DNS Name or Enter the View Connection Server's DNS name or IP address. For VMware Horizon DaaS, this is
IP Address the DNS name or IP address of the VMware Horizon DaaS Desktop Portal.

Pool Name to Enter the pool name. When the list includes a pool with this name, the client will immediately
Select start a session with that pool. This field is case-insensitive.

Port By default, port 443 is used to communicate with the connection server. If your network is set up

to use a non-standard port for secure connections, enter the port number.

Certificate Select the level of verification performed on the certificate presented by the connection server:
Check Mode Never connect to untrusted servers: Configure the client to reject the connection if a trusted,
valid certificate is not installed. (This is the most secure option.)
Warn before connecting to untrusted servers: Configure the client to display a warning if an
unsigned or expired certificate is encountered, or if the certificate is not self-signed and the
Tera2 PColP Zero Client trust store is empty. (This option is selected by default.)
Do not verify server identity certificates: Configure the client to enable all connections. (This
option is not secure.)

Certificate When enabled, prevents users from changing the Certificate Check Mode settings from the OSD.
Check Mode

Lockout

Trusted View Click the Show button to display View Connection Servers for which the client has received a valid
Connection certificate.

Servers Click the Clear button to clear this cache.

Auto Connect This field determines the client’s auto connect behavior after startup:

Enabled: The client automatically connects with the connection server after startup and a PColP
session ends, bypassing the OSD Connect page.

Disabled: The client does not automatically connect with the connection server.

Enabled With Retry On Error: The client will continuously attempt to contact the connection
server. After a connection failure, the client waits before attempting to connect again. This wait
time increases with each successive failure. The wait interval is not configurable.

Devices running firmware 4.1.7 or lower do not support Retry On Error behavior and will always

perform a single attempt to contact the connection server when this option is selected.
After enabling Auto Connect, the client must be power-cycled for the change to take effect.
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Parameter Description

Connection This field determines whether a connection server is dynamically added to the Server drop-down
Server Cache menu on the OSD Connect page when a user types in a valid server address, or whether it
Mode appears in a read-only list for the user to select.

Last servers used: Select this option if you want a list of cached servers that a user has typed in
to appear in the Server drop-down menu on the OSD Connect page.

Read-only: Select this option if you want users to select a connection server from a read-only
list.

You can use the PColP Management Console to pre-populate the list of available connection

servers.
Enable Self See Enabling the Self Help Link for details.
Help Link
Auto Launch If When enabled, users are automatically connected to a provisioned desktop or application after
Only One Pool user credentials are entered.
For Tera2 PColP Zero Clients, this parameter is called Auto Launch If Only One Desktop.
+ This feature only applies to users who are entitled to a single desktop. It does not apply to
users entitled to multiple virtual desktops.
Remember When enabled, the user name text box automatically populates with the last username entered.
Username
Use OSD Logo When enabled, the OSD logo banner appears at the top of login screens in place of the default
for Login banner.
Banner
Prefer GSC-IS When enabled, if a smart card (CAC) supports more than one interface such as GSC-IS and PIV
then GSC-IS is used. However in the case where the card supports both GSC-IS and PIV, and only
PIV objects are configured on the card then the connection may fail. If this is the case uncheck
the box and retest. If a smart card supports only one interface, such as either GSC-IS or PIV
endpoint, then only the GSC-IS or PIV endpoint interface is used regardless of this setting. This
only affects smart card access performed outside of PColP sessions.
Enable Peer When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss of
Loss Overlay network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger this

message.
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Parameter Description

Enable When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.
Preparing
Desktop + This overlay provides assurance that login is proceeding if the desktop takes more than a
Overlay few seconds to appear.
Enable When enabled, users can press the  Ctrl + Alt + F12 | hotkey sequence to pop up the "Zero
Session Client Control Panel' overlay, which lets them disconnect the current session on the workstation
Disconnect or power off the workstation.
Hotkey
+ Before users can use this disconnect hotkey sequence, certain other configuration options
must be in place. See Disconnecting from a Session for details.
Enable RDS When enabled and users connect to a VMware Horizon View Connection Server that offers
Application applications, a list of available applications will be presented.
Access
- Applications open in full-screen mode, but can be re-sized once users are in session.
PColP Utility When enabled, the PColP Utility Bar appears at the top of the primary display when a user is in
Bar Mode session and moves the cursor directly under the bar. The utility bar can be used to disconnect a
session or to shut down a remote workstation. For Direct to Host session connection types, Local
Cursor and Keyboard must be enabled in order for the Tera2 PColP Zero Client to process mouse
events for the utility bar. For all connection types, the mouse must be locally connected (that is,
not bridged).
Disabled: Disables the PColP Utility Bar. By default, the utility bar is disabled.
Enabled: Enables and auto-hides the PColP Utility Bar. Users can show the utility bar by pointing
the mouse at the top of the screen directly under the utility bar. Users can slide the utility bar to
the right and left at the top of the screen.
Enabled and Pinned: Enables and pins the PColP Utility Bar at the top of the screen. Users cannot
hide the utility bar, but they can slide it to the right and left at the top of the screen.
This feature is configurable from the PColP Management Console and AWI only. It requires
firmware version 4.2.0 or higher.
Session Configure the Transport Layer Security (TLS) cipher to use for negotiating the TLS session
Negotiation between the PColP client and the PColP host.
Cipher Suites Maximum Compatibility: TLS 1.7 or higher with RSA keys: This option provides maximum

compatibility.
Suite B: TLS 1.2 with Suite B-compliant 192-bit elliptic curve encryption. This option provides a higher
level of security.
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Disconnect

Message Filter
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AWI: View Connection Server Session Settings

This field lets you control what type of messages appear when a session is disconnected. There
are three categories:

Information: User- or administrator-initiated actions affecting the session:

+ You have been disconnected because you logged in from another location or your host was

shut down or restarted.

+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

+ Unable to connect (0x10071). Contact your IT administrator.
+ Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x201). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x301). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x401). Contact your IT

administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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Enabling the Self Help Link

Parameter Description

Custom When enabled, sets a customized Server Name Indication (SNI) string on authorized man-in-the-
Session SNI middle-enabled clients. The SNI string is appended to the TLS HELLO when the client initiates a
connection with the host.

Enable DSCP When enabled, the device populates the Differentiated Services Code Point (DSCP) field in the IP
header, enabling intermediate network nodes to prioritize PColP traffic accordingly.

Enable When enabled, transport congestion notification is enabled to enable PColP endpoints to react
Congestion accordingly if an intermediate network node sets the congestion notification bit in either the IP
Notification header or PColP transport header. For more information about the PColP transport header, see

PColP Packet Format.

Enable IPv6 This setting supports VMware Horizon View 6.1 implementations, which enable View-brokered
Address IPv6 sessions on IPv6-only networks. When enabled, clients can advertise IPv6 and FQDN
Resolution capability to the View connection Server and receive IPv6 and FQDN peer addresses back.
Prefer IPv6 for When enabled, the client’s IPv6 address is preferred for FQDN resolution when the client

FQDN requests a session.

Resolution

Enabling the Self Help Link

The Self Help Link option lets you configure a self-help link that will appear on the OSD Connect
window. When users click this link, they are automatically connected to a specific desktop that can
be used as a corporate resource—for example, a desktop containing IT help information. After
enabling this option, you configure all the necessary details to automatically log users in to the
desktop that you specify. You also configure the link text that you want to appear on the Connect
window.
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Enabling the Self Help Link

Enable Self Help Link: V¥

Connection Server: I
Port: | (Leave blank for default)

Username: |

Password: |

Domain: |

Pool Name to Select: |

Link Text: |

Enable Self Help Link options

When you enable this field, the following options appear:

Parameter Description

Connection Enter the fully-qualified domain name of the connection server brokering the desktop (for
Server example, a PColP Connection Manager for a PColP Connection Manager session connection
type, or a View Connection Server for a View Connection Server session connection type).

Port By default, port 443 is used to communicate with the connection server. If your network is set up
to use a non-standard port for secure connections, enter the port number.

Username To password protect the self-help desktop, enter a username in this field.
Password To password protect the self-help desktop, enter a password in this field.

Domain Enter the domain name for the self-help desktop (for example, mycompany.com).
Pool Name to Enter the pool or desktop name for the self-help desktop.

Select

Link Text Enter the text that you want to appear as hyperlinked text on the Connect window.
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AWI: View Connection Server + Auto-Logon Session Settings

AWI: View Connection Server + Auto-Logon Session
Settings

Select the View Connection Server + Auto-Logon session connection type from the Configuration >
Session page to configure the client to automatically enter a user’s login details when a View
Connection Server is used to connect to a VMware desktop.

A\ Take precautions to secure PColP Zero Clients

Passwords are stored locally in retrievable form when PColP Zero Clients are configured with this session connection
type. For this reason, it should not be used in high security environments. Ensure that you take precautions to prevent
theft of the zero client if you do use this session connection type.
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AWI: View Connection Server + Auto-Logon Session Settings

Session

Configure the connection to a device

Session Connection Type: IView Connection Server + Auto-Logon ZI

DNS Name or IP Address: IView.teradici.com

Logon Username: |

Logon Password: |

Logon Domain Name: |

Hide Advanced Options |

Pool Name to Select: |

Port: I (Leave blank for default)

Certificate Check Mode: |Warn before connecting to untrusted servers :]

Certificate Check Mode Lockout: I Prevent users from changing the Certificate Check Mode

Trusted View Connection Servers: Show I Clear I

Auto Connect: I Disabled EI

Connection Server Cache Mode: I Last servers used :I Clear cache entries

Auto Launch If Only One Pool: ¥
Use OSD Logo For Login Banner: [~

Enable Peer Loss Overlay: [~

Enable Preparing Desktop r
Overlay:

Enable Session Disconnect
Hotkey: ™ CTRL + ALT + F12

Enable RDS Application Access: [~

PCoIP Utility Bar Mode: | Disabled |
Session Negotiation Cipher Suites: IMaximm Compatibility: TLS 1.0 or higher with RSA keys EI
Disconnect Message Filter: I Show All LI

Custom Session SNI: |

Enable DSCP:

<7

Enable Congestion Notification:

Enable IPv6 Address Resolution:

i .

Prefer IPv6 for FQDN Resolution:

Apply I Cancel I

AWI Session Connection type — View Connection Server + Auto-Logon
The following parameters can be found on the AWI View Connection Server + Auto-Logon page.

AWI View Connection Server + Auto-Logon Parameters
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AWI: View Connection Server + Auto-Logon Session Settings

Parameter Description

DNS Name or
IP Address

Logon
Username

Logon
Password

Logon Domain

Name

Pool Name to
Select

Port

Certificate
Check Mode

Certificate
Check Mode
Lockout

Trusted View
Connection
Servers

© 2021 Teradici

Enter the View Connection Server’s DNS name or |IP address. For VMware Horizon DaasS, this is
the DNS name or IP address of the VMware Horizon DaaS Desktop Portal.

Enter the user name for the client (maximum number of characters is 128). This user name will
be sent to the specified connection server.

Enter the password for the client (maximum number of characters is 128). This password will be
sent to the specified connection server.

Enter the domain for the client (maximum number of characters is 256). This domain will be
sent to the specified connection server.

Enter the pool name. When the list includes a pool with this name, the client will immediately
start a session with that pool.

This field is case-insensitive. For Teral PColP Zero Clients, this parameter is called Desktop
Name to Select.

By default, port 443 is used to communicate with the connection server. If your network is set up
to use a non-standard port for secure connections, enter the port number.

Select the level of verification performed on the certificate presented by the connection server:

+ Never connect to untrusted servers: Configure the client to reject the connection if a trusted,
valid certificate is not installed. (This is the most secure option.)

- Warn before connecting to untrusted servers: Configure the client to display a warning if an
unsigned or expired certificate is encountered, or if the certificate is not self-signed and the
Tera2 PColP Zero Client trust store is empty. (This option is selected by default.)

- Do not verify server identity certificates: Configure the client to enable all connections. (This
option is not secure.)

When enabled, prevents users from changing the Certificate Check Mode settings from the OSD or
AWI.

Click the Show button to display View Connection Servers for which the client has received a
valid certificate.
Click the Clear button to clear this cache.
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AWI: View Connection Server + Auto-Logon Session Settings

Parameter Description

Auto Connect This field determines the client’s auto connect behavior after startup:

Enabled: The client automatically connects with the connection server after startup and a PColP
session ends, bypassing the OSD Connect page.

Disabled: The client does not automatically connect with the connection server.

Enabled With Retry On Error: The client will continuously attempt to contact the connection server.
After a connection failure, the client waits before attempting to connect again. This wait time
increases with each successive failure. The wait interval is not configurable.

Devices running firmware 4.1.7 or lower do not support Retry On Error behavior and will always
perform a single attempt to contact the connection server when this option is selected.
After enabling Auto Connect, the client must be power-cycled for the change to take effect.

Connection This field determines whether a connection server is dynamically added to the Server drop-down
Server Cache menu on the OSD Connect page when a user types in a valid server URI, or whether it appears in
Mode a read-only list for the user to select.

- Last servers used: Select this option if you want a list of cached servers that a user has typed
in to appear in the Server drop-down menu on the OSD Connect page.

+ Read-only: Select this option if you want users to select a connection server from a read-only
list.

You can use the PColP Management Console to pre-populate the list of available connection

servers.
Auto Launch If When enabled, users are automatically connected to a provisioned desktop or application after
Only One Pool user credentials are entered.

For Tera2 PColP Zero Clients, this parameter is called Auto Launch If Only One Desktop.

This feature only applies to users who are entitled to a single desktop. It does not apply to users
entitled to multiple virtual desktops.

Use OSD Logo When enabled, the OSD logo banner appears at the top of login screens in place of the default

for Login banner.

Banner

Enable Peer When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss of

Loss Overlay network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger this
message.
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AWI: View Connection Server + Auto-Logon Session Settings

Parameter Description

Enable When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.
Preparing

Desktop This overlay provides assurance that login is proceeding if the desktop takes more than a few
Overlay seconds to appear.

Enable Session When enabled, users can press the (Ctrl + Alt + F12 | hotkey sequence to pop up the 'Zero
Disconnect Client Control Panel' overlay, which lets them disconnect the current session on the workstation
Hotkey or power off the workstation.

Before users can use this disconnect hotkey sequence, certain other configuration options must
be in place. See Disconnecting from a Session for details.

Enable RDS When enabled and users connect to a VMware Horizon View Connection Server that offers
Application applications, a list of available applications will be presented.
Access

Applications open in full-screen mode, but can be re-sized once users are in session.

PColP Utility When enabled, the PColP Utility Bar appears at the top of the primary display when a user is in

Bar Mode session and moves the cursor directly under the bar. The utility bar can be used to disconnect a
session or to shut down a remote workstation. For Direct to Host session connection types, Local
Cursor and Keyboard must be enabled in order for the Tera2 PColP Zero Client to process
mouse events for the utility bar. For all connection types, the mouse must be locally connected
(that is, not bridged).

- Disabled: Disables the PColP Utility Bar. By default, the utility bar is disabled.

+ Enabled: Enables and auto-hides the PColP Utility Bar. Users can show the utility bar by
pointing the mouse at the top of the screen directly under the utility bar. Users can slide the
utility bar to the right and left at the top of the screen.

- Enabled and Pinned: Enables and pins the PColP Utility Bar at the top of the screen. Users
cannot hide the utility bar, but they can slide it to the right and left at the top of the screen.

This feature is configurable from the PColP Management Console and AWI only. It requires
firmware version 4.2.0 or higher.
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Parameter Description

Session Configure the Transport Layer Security (TLS) cipher to use for negotiating the TLS session
Negotiation between the PColP client and the PColP host.
Cipher Suites

+ Maximum Compatibility: TLS 1.1 or higher with RSA keys: This option provides maximum
compatibility.

+ Suite B: TLS 1.2 with Suite B-compliant 192-bit elliptic curve encryption. This option provides a
higher level of security.
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Disconnect

Message Filter
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AWI: View Connection Server + Auto-Logon Session Settings

This field lets you control what type of messages appear when a session is disconnected. There
are three categories:

Information: User- or administrator-initiated actions affecting the session:
- You have been disconnected because you logged in from another location or your host was
shut down or restarted.
* You have been disconnected because an administrator disconnected you.
- You have been disconnected because you logged in from another location.

- You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

* You have been disconnected.

- Unable to connect (0x1001). Contact your IT administrator.
- Unable to connect (0x1002). Contact your IT administrator.
- Session closed remotely.

- Session closed remotely (unknown cause).

- You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x307). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

- You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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AWI: View Connection Server + Auto-Logon Session Settings

Parameter Description

Custom When enabled, sets a customized Server Name Indication (SNI) string on authorized man-in-the-
Session SNI middle-enabled clients. The SNI string is appended to the TLS HELLO when the client initiates a
connection with the host.

Enable DSCP When enabled, the device populates the Differentiated Services Code Point (DSCP) field in the IP
header, enabling intermediate network nodes to prioritize PColP traffic accordingly.

Enable When enabled, transport congestion notification is enabled to enable PColP endpoints to react
Congestion accordingly if an intermediate network node sets the congestion notification bit in either the IP
Notification header or PColP transport header. For more information about the PColP transport header, see

PColP Packet Format.

Enable IPv6 This setting supports VMware Horizon View 6.1 implementations, which enable View-brokered
Address IPv6 sessions on IPve-only networks. When enabled, clients can advertise IPv6 and FQDN
Resolution capability to the View connection Server and receive IPv6 and FQDN peer addresses back.
Prefer IPv6 for When enabled, the client’s IPv6 address is preferred for FQDN resolution when the client

FQDN requests a session.

Resolution
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AWI: View Connection Server + Kiosk Session Settings

AWI: View Connection Server + Kiosk Session
Settings

Select the View Connection Server + Kiosk session connection type from the Configuration > Session
page to configure the client to use Kiosk mode when a View Connection Server is used to connect

to a VMware desktop.

A\ Take precautions to secure PColP Zero Clients

Passwords are stored locally in retrievable form when PColP Zero Clients are configured with this session connection
type. For this reason, it should not be used in high security environments. Ensure that you take precautions to prevent
theft of the zero client if you do use this session connection type.
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Session

Configure the connection to a device

Session Connection Type: IView Connection Server + Kiosk :]

DNS Name or IP Address: Iview.teradici.com

Username Type: | Zero Client MAC j

Username: [cm-00:30:04:0E:47:B9

Password: |

Hide Advanced Options |
Port: | (Leave blank for default)

Certificate Check Mode: IWarn before connecting to untrusted servers j

Certificate Check Mode Lockout: [ Prevent users from changing the Certificate Check Mode

Trusted View Connection Servers: Show I Clear I
Il

Use OSD Logo For Login Banner:

Enable Peer Loss Overlay: ™

Enable Preparing Desktop r
Overlay:

Enable Session Disconnect
Hotkey:

Enable RDS Application Access: ™

IV CTRL + ALT + F12

PCoIP Utility Bar Mode: | Disabled ~|

Session Negotiation Cipher Suites: |Maximum Compatibility: TLS 1.0 or higher with RSA keys LI

Disconnect Message Filter: | Show All LI

Custom Session SNI: |

Enable DSCP:

<7

Enable Congestion Notification:
Enable IPv6 Address Resolution:
Prefer IPv6 for FQDN Resolution:

o

Apply | Cancel I

AWI Session Connection type — View Connection Server + Kiosk

The following parameters can be found on the AWI Session Connection Server + Kiosk page.

AWI View Connection Server + Kiosk Parameters

Parameter Description

DNS Name or Enter the View Connection Server's DNS name or |IP address.
I[P Address
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AWI: View Connection Server + Kiosk Session Settings

Parameter Description

Username
Type

Username

Password

Port

Certificate
Check Mode

Certificate
Check Mode
Lockout

Trusted View
Connection
Servers

Use OSD Logo
for Login
Banner
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Select the type of user name that matches the naming you use for the devices on the View
Connection Server.

- Zero Client MAC: Select this option to automatically populate the Username field with the
MAC address of the Tera2 PColP Zero Client.

+ Custom: Enter the user name for the Tera2 PColP Zero Client. This user name has the prefix
‘Custom.

When Custom is selected as the user name type, enter the value for this component of the
custom user name. This field is limited to 13 characters.

To password protect the virtual machine for the kiosk, enter a password in this field. This
password must match the one entered for the device in the View Connection Server.

By default, port 443 is used to communicate with the connection server. If your network is set up
to use a non-standard port for secure connections, enter the port number.

Select the level of verification performed on the certificate presented by the connection server:

- Never connect to untrusted servers: Configure the client to reject the connection if a trusted,
valid certificate is not installed. (This is the most secure option.)

- Warn before connecting to untrusted servers: Configure the client to display a warning if an
unsigned or expired certificate is encountered, or if the certificate is not self-signed and the
Tera2 PColP Zero Client trust store is empty. (This option is selected by default.)

- Do not verify server identity certificates: Configure the client to enable all connections. (This
option is not secure.)

When enabled, prevents users from changing the Certificate Check Mode settings from the OSD or
AWI.

Click the Show button to display View Connection Servers for which the client has received a
valid certificate.
Click the Clear button to clear this cache.

When enabled, the OSD logo banner appears at the top of login screens in place of the default
banner.
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AWI: View Connection Server + Kiosk Session Settings

Parameter Description

Enable Peer When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss of

Loss Overlay network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger this
message.

Enable When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.

Preparing

Desktop This overlay provides assurance that login is proceeding if the desktop takes more than a few

Overlay seconds to appear.

Enable Session When enabled, users can press the [Ctrl + Alt + F12  hotkey sequence to pop up the 'Zero

Disconnect Client Control Panel' overlay, which lets them disconnect the current session on the workstation

Hotkey or power off the workstation.

Before users can use this disconnect hotkey sequence, certain other configuration options must
be in place. See Disconnecting from a Session for details.

Enable RDS When enabled and users connect to a VMware Horizon View Connection Server that offers
Application applications, a list of available applications will be presented.
Access

Applications open in full-screen mode, but can be re-sized once users are in session.

PColP Utility When enabled, the PColP Utility Bar appears at the top of the primary display when a user is in

Bar Mode session and moves the cursor directly under the bar. The utility bar can be used to disconnect a
session or to shut down a remote workstation. For Direct to Host session connection types, Local
Cursor and Keyboard must be enabled in order for the Tera2 PColP Zero Client to process
mouse events for the utility bar. For all connection types, the mouse must be locally connected
(that is, not bridged).

- Disabled: Disables the PColP Utility Bar. By default, the utility bar is disabled.

+ Enabled: Enables and auto-hides the PColP Utility Bar. Users can show the utility bar by
pointing the mouse at the top of the screen directly under the utility bar. Users can slide the
utility bar to the right and left at the top of the screen.

- Enabled and Pinned: Enables and pins the PColP Utility Bar at the top of the screen. Users
cannot hide the utility bar, but they can slide it to the right and left at the top of the screen.

This feature is configurable from the PColP Management Console and AWI only. It requires
firmware version 4.2.0 or higher.
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Parameter Description

Session Configure the Transport Layer Security (TLS) cipher to use for negotiating the TLS session
Negotiation between the PColP client and the PColP host.
Cipher Suites

+ Maximum Compatibility: TLS 1.1 or higher with RSA keys: This option provides maximum
compatibility.

« Suite B: TLS 1.2 with Suite B-compliant 192-bit elliptic curve encryption. This option provides a
higher level of security.
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Disconnect

Message Filter
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AWI: View Connection Server + Kiosk Session Settings

This field lets you control what type of messages appear when a session is disconnected. There
are three categories:

Information: User- or administrator-initiated actions affecting the session:
+ You have been disconnected because you logged in from another location or your host was
shut down or restarted.
+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

+ Unable to connect (0x1001). Contact your IT administrator.
+ Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x3071). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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AWI: View Connection Server + Kiosk Session Settings

Parameter Description

Custom When enabled, sets a customized Server Name Indication (SNI) string on authorized man-in-the-
Session SNI middle-enabled clients. The SNI string is appended to the TLS HELLO when the client initiates a
connection with the host.

Enable DSCP When enabled, the device populates the Differentiated Services Code Point (DSCP) field in the IP
header, enabling intermediate network nodes to prioritize PColP traffic accordingly.

Enable When enabled, transport congestion notification is enabled to enable PColP endpoints to react
Congestion accordingly if an intermediate network node sets the congestion notification bit in either the IP
Notification header or PColP transport header. For more information about the PColP transport header, see

PColP Packet Format.

Enable IPv6 This setting supports VMware Horizon View 6.1 implementations, which enable View-brokered
Address IPv6 sessions on IPv6-only networks. When enabled, clients can advertise IPv6 and FQDN
Resolution capability to the View connection Server and receive IPv6 and FQDN peer addresses back.
Prefer IPv6 for When enabled, the client’s IPv6 address is preferred for FQDN resolution when the client

FQDN requests a session.

Resolution
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AWI: View Connection Server + Imprivata OneSign Session Settings

AWI: View Connection Server + Imprivata OneSign
Session Settings

Select the View Connection Server + Imprivata OneSign session connection type from the
Configuration > Session page to configure the client to authenticate through the Imprivata OneSign
system in addition to a View Connection Server when connecting to a VMware desktop.
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AWI: View Connection Server + Imprivata OneSign Session Settings

Session

Configure the connection to a device

Session Connection Type: IView Connection Server + Imprivata Onefj

Bootstrap URL: |https ://steronesign0l.teradici.local

Hide Advanced Options

OneSign Pool Name Mode: I Ignore the Pool Name to Select field j

Pool Name to Select: |

OneSign Appliance Verification: |No verification: Connect to any appliance :]

Direct To View Address: I

Certificate Check Mode: IWarn before connecting to untrusted servers LI

Certificate Check Mode Lockout: I” Prevent users from changing the Certificate Check Mode
Trusted View Connection Servers: Show Clear I
v

<

Remember Username:

-

Use OSD Logo For Login Banner:

<l

Prefer GSC-IS:

-

Enable Peer Loss Overlay:

Enable Preparing Desktop r
Overlay:

Enable Session Disconnect
Hotkey:

Enable RDS Application Access: [~

M CTRL + ALT + F12

PColIP Utility Bar Mode: IDisabled EI

Pre-session Reader Beep: IUse Existing Setting ZI

Invert Wiegand Data: IUse Existing Setting j

Restrict Proximity Cards: [~ Only use proximity cards for tap-in/tap-out

Session Negotiation Cipher Suites: |Maxixmz.m Compatibility: TLS 1.0 or higher with RSA keys j

Disconnect Message Filter: I Show All LI

Custom Session SNI: |

Enable DSCP:

<7

Enable Congestion Notification:

Enable IPv6 Address Resolution:

A

Prefer IPv6 for FQDN Resolution:

Apply I Cancel I

AWI Session Connection type — View Connection Server + Imprivata OneSign

The following parameters can be found on the AWI View Connection Server + Imprivata OneSign
page.

AWI View Connection Server + Imprivata OneSign Parameters
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AWI: View Connection Server + Imprivata OneSign Session Settings

Parameter Description

Bootstrap URL Enter the bootstrap URL used to find an initial OneSign server in a OneSign authentication
deployment.

OneSign Pool Select whether the Pool Name to Select property is used in OneSign mode.

Name Mode

« Ignore the Pool Name to Select field

+ Use the Pool Name to Select field if set

For Teral PColP Zero Clients, this parameter is called OneSign Desktop Name Mode.

Pool Name to Enter the pool name. When the list includes a pool with this name, the client will immediately
Select start a session with that pool.

This field is case-insensitive. For Teral PColP Zero Clients, this parameter is called Desktop
Name to Select.

Onesign Select the level of verification performed on the certificate presented by the OneSign appliance
Appliance server:
Verification

- No verification: Connect to any appliance

- Full verification: Only connect to appliances with verified certificates

Direct To View Enter the address of the View Connection Server to use when OneSign servers cannot be

Address reached. When configured, a Direct to View link occurs on the OSD Connect page and user
authentication screens. When users click the link, it cancels the current OneSign connection or
authentication flow and starts a Horizon View authentication flow instead. This feature provides
a mechanism for OneSign PColP Zero Client users to access their View desktops when the
OneSign infrastructure is unavailable.

Certificate Select the level of verification performed on the certificate presented by the connection server:

Check Mode
- Never connect to untrusted servers: Configure the client to reject the connection if a trusted,

valid certificate is not installed. (This is the most secure option.)

- Warn before connecting to untrusted servers: Configure the client to display a warning if an
unsigned or expired certificate is encountered, or if the certificate is not self-signed and the
Tera2 PColP Zero Client trust store is empty. (This option is selected by default.)

- Do not verify server identity certificates: Configure the client to enable all connections. (This
option is not secure.)
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Parameter Description

Certificate When enabled, prevents users from changing the Certificate Check Mode settings from the OSD or
Check Mode AWI.

Lockout

Trusted View Click the Show button to display View Connection Servers for which the client has received a valid
Connection certificate.

Servers Click the Clear button to clear this cache.

Remember When enabled, the user name text box automatically populates with the last username entered.
Username

Use OSD Logo When enabled, the OSD logo banner appears at the top of login screens in place of the default
for Login banner.

Banner

Prefer GSC-IS When enabled, if a smart card (CAC) supports more than one interface such as GSC-IS and PIV

then GSC-IS is used. However in the case where the card supports both GSC-IS and PIV, and only
PIV objects are configured on the card then the connection may fail. If this is the case uncheck
the box and retest. If a smart card supports only one interface, such as either GSC-IS or PIV
endpoint, then only the GSC-IS or PIV endpoint interface is used regardless of this setting. This
only affects smart card access performed outside of PColP sessions.

Enable Peer When enabled, the 'Network Connection Lost' overlay appears on the display(s) when a loss of

Loss Overlay network connectivity is detected. Normal hypervisor scheduling delays can falsely trigger this
message.

Enable When enabled, the 'Preparing Desktop' overlay appears on the display(s) when users log in.

Preparing

Desktop This overlay provides assurance that login is proceeding if the desktop takes more than a few

Overlay seconds to appear.

Enable When enabled, users can press the [Ctr1/+Alt + F12 hotkey sequence to pop up the Zero

Session Client Control Panel' overlay, which lets them disconnect the current session on the workstation

Disconnect or power off the workstation.

Hotkey

Before users can use this disconnect hotkey sequence, certain other configuration options must
be in place. See Disconnecting from a Session for details.
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Parameter Description

Enable RDS When enabled and users connect to a VMware Horizon View Connection Server that offers
Application applications, a list of available applications will be presented.
Access

Applications open in full-screen mode, but can be re-sized once users are in session.

PColP Utility When enabled, the PColP Utility Bar appears at the top of the primary display when a user is in

Bar Mode session and moves the cursor directly under the bar. The utility bar can be used to disconnect a
session or to shut down a remote workstation. For Direct to Host session connection types, Local
Cursor and Keyboard must be enabled in order for the Tera2 PColP Zero Client to process
mouse events for the utility bar. For all connection types, the mouse must be locally connected
(that is, not bridged).

- Disabled: Disables the PColP Utility Bar. By default, the utility bar is disabled.

- Enabled: Enables and auto-hides the PColP Utility Bar. Users can show the utility bar by
pointing the mouse at the top of the screen directly under the utility bar. Users can slide the
utility bar to the right and left at the top of the screen.

« Enabled and Pinned: Enables and pins the PColP Utility Bar at the top of the screen. Users
cannot hide the utility bar, but they can slide it to the right and left at the top of the screen.

This feature is configurable from the PColP Management Console and AWI only. It requires
firmware version 4.2.0 or higher.

Pre-session Configure whether the proximity card reader beeps when a valid card is tapped on the reader in
Reader Beep OneSign mode:

+ Disabled: Disables the feature.
+ Enabled: Enables the feature.

- Use Existing Setting: Uses the existing setting (affects only devices running firmware 4.1.0 or
greater)
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Parameter Description

Invert Configure whether or not the rf IDEAS proximity reader will invert the Wiegand bits that are read

Wiegand Data from a user’s ID token. This feature is useful when some of the rf IDEAS readers in your system
are programmed to invert the Wiegand data and others are not. It lets you configure all readers
to read the bits in a consistent manner (whether inverted or not inverted), so that all the readers
behave the same way from a user’s point of view.

- Disabled: Disables the feature. Wiegand data are not inverted.
- Enabled: Enables the feature. Wiegand data are inverted.
- Use Existing Setting: Uses the existing setting (affects only devices running firmware 4.2.0 or

greater).

This feature is configurable from the PColP Management Console and AWI only. It requires
firmware version 4.2.0 or higher.

Restrict Configure whether or not proximity cards are restricted to tap-in/tap-out only.
Proximity When this feature is enabled, the proximity card reader is locally terminated (that is, it uses
Cards drivers in the client's firmware), and proximity cards can only be used for tap-in/tap-out.

When this feature is disabled, the proximity card reader is bridged by default (that is, it uses
drivers in the host 0OS), and proximity cards are not restricted. They can be used for tap-in/tap-
out and also during a session—for example, when an application requires in-session
authentication.

- Only use proximity cards for tap-in/tap-out: Enables/disables the feature.

This feature is configurable from the PColP Management Console and AWI only. It requires
firmware version 4.2.0 or higher.

Session Configure the Transport Layer Security (TLS) cipher to use for negotiating the TLS session
Negotiation between the PColP client and the PColP host.
Cipher Suites

+ Maximum Compatibility: TLS 1.1 or higher with RSA keys: This option provides maximum
compatibility.

« Suite B: TLS 1.2 with Suite B-compliant 192-bit elliptic curve encryption. This option provides a
higher level of security.
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Disconnect

Message Filter
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AWI: View Connection Server + Imprivata OneSign Session Settings

This field lets you control what type of messages appear when a session is disconnected. There
are three categories:

Information: User- or administrator-initiated actions affecting the session:
+ You have been disconnected because you logged in from another location or your host was
shut down or restarted.
+ You have been disconnected because an administrator disconnected you.
+ You have been disconnected because you logged in from another location.

+ You have been disconnected because you disconnected from your workstation.
Warning: System-initiated, but expected actions affecting the session:

+ You have been disconnected because your session timed out.
Error: Unexpected system-initiated actions causing session to fail:

+ You have been disconnected.

+ Unable to connect (0x10071). Contact your IT administrator.
+ Unable to connect (0x1002). Contact your IT administrator.
+ Session closed remotely.

- Session closed remotely (unknown cause).

+ You have been disconnected due to a configuration error (0x100). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x201). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x300). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x301). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x302). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x303). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x305). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x400). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x401). Contact your IT
administrator for assistance.

+ You have been disconnected due to a configuration error (0x402). Contact your IT
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AWI: View Connection Server + Imprivata OneSign Session Settings

Parameter Description

Custom When enabled, sets a customized Server Name Indication (SNI) string on authorized man-in-the-
Session SNI middle-enabled clients. The SNI string is appended to the TLS HELLO when the client initiates a
connection with the host.

Enable DSCP When enabled, the device populates the Differentiated Services Code Point (DSCP) field in the IP
header, enabling intermediate network nodes to prioritize PColP traffic accordingly.

Enable When enabled, transport congestion notification is enabled to enable PColP endpoints to react
Congestion accordingly if an intermediate network node sets the congestion notification bit in either the IP
Notification header or PColP transport header. For more information about the PColP transport header, see

PColP Packet Format.

Enable IPv6 This setting supports VMware Horizon View 6.1 implementations, which enable View-brokered
Address IPv6 sessions on IPv6-only networks. When enabled, clients can advertise IPv6 and FQDN
Resolution capability to the View connection Server and receive IPv6 and FQDN peer addresses back.
Prefer IPv6 for When enabled, the client’s IPv6 address is preferred for FQDN resolution when the client

FQDN requests a session.

Resolution
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Connecting to a Session

Connecting to a Session

The OSD enables users to create a PColP session between the client and a remote resource by
clicking the green Connect button in the center of the Connect window.

Connecting to a Session from the Connect Window

1. Enter the requested information (for example, server name or IP address for Auto Detect,
PColP Connection Manager, View Connection Server, and Connection Management Interface
connection types), and click Connect. If your Tera2 PColP Zero Client is configured to cache
servers in Last servers used mode, this server name will subsequently appear in the Server
drop-down list after a successful connection is made.

2. If you have already connected to a server, it will appear in the Server drop-down list if your
Tera2 PColP Zero Client is configured to connect to this server or if it is configured to cache
servers in Last servers used mode. Select the server from the drop-down list and click Connect.

3. If your Tera2 PColP Zero Client is configured to connect directly to a PColP Remote

Workstation Card, you only need to click Connect.

The Connect window differs slightly depending on the session connection type you configure. The
following examples show the Connect window for the Auto Detect and Direct to Host session

connection type.
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Connecting to a Session from the Connect Window

teradici. PColP® Zero Client

Enter the server address for Auto
Detect mode.

Server: ’:server.mycompany.com v
!' Connect \
PColP
OSD Auto Detect window
o o
teradici.
\ Connect
PColP

OSD Direct to Host connect window

While the network connection is initializing, various status messages are displayed above the
button to indicate the progress. If problems are experienced during startup—for example, if the
connection cannot be made or a DHCP lease fails—other messages display in this area to indicate
the nature of the problem.

Once the connection is established, the local GUI disappears, and the session image appears.
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Connecting to a Session Using Smart Cards

Users can connect to a session using smart cards when connected to VMware View virtual
desktops or a PColP Connection Manager that supports this feature.

This section addresses using smart cards when connected to a PColP Connection Manager.

Before connecting to a session using a smart card, connect the USB smart card reader into the
Tera2 PColP Zero Client.

While the network connection is initializing, various status messages are displayed to indicate the
progress. If problems are experienced during startup—for example, if the connection cannot be
made—other messages display in this area to indicate the nature of the problem. Once the
connection is established, the local GUI disappears, and the session image appears.

To connect to a session using a smart card:

1. Insert a supported smart card into a supported USB smart card reader. The Connect window
appears. The Connect window may differ slightly depending on your configuration: for
example, the User name and Domain fields may be read-only.

teradici. PColP® Zero Client

& HHpsi//10.100.0.68

Insert your ID card or enter username and password

User name: |John Doe

W W N W R W R

Password:

Domain: TERADICI B
Login [} Cancel

PColP

2. If required, type your credentials.
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Making a Trusted HTTPS Connection

Making a Trusted HTTPS Connection

After connecting to the connection server, a user authentication page displays to enable the user
to enter login credentials. The banner on this page indicates the type of connection.

If the correct trusted SSL root certificate for the server has been installed in the Tera2 PColP Zero
Client and all other certificate requirements are met for the configured certificate checking mode
(see Requirements for Trusted Server Connections), the icon at the top of this page shows a
closed padlock symbol with a green check mark, and the 'https' in the server's URI also displays in
green text.

The following image shows the user authentication screen when the Tera2 PColP Zero Client
trusts the server's certificate. When connecting to other host types, such as VMware Horizon and
Amazon WorkSpaces, you will see a similar authentication screen.

teradici. PColP® Zero Client

(& https:/Aw764-v5301-au2.finteralab.local

Enter your user name and password.

User name: ’»teradioi\jsmith ‘

Password:

WWN W NN N NN ‘

]' Login \ ] Cancel \

PColP

Tera2 PColP Zero Client trusted HTTPS connection

Making an Untrusted HTTPS Connection

If the correct trusted SSL root certificate for a connection server has not been installed in the
Tera2 PColP Zero Client, or if other certificate requirements are not met (see Requirements for
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Making an Untrusted HTTPS Connection

Trusted Server Connections), a warning such as the following appears if your Tera2 PColP Zero
Client is configured to warn before connecting to untrusted servers.

View Connection Server Certificate Warning

Cannot verify the identity of the server you have contacted.
Your credentials will not be secure. Contact your
administrator to ask if this server can be trusted.

\

|Show Certificate | | continue | | Cancel |

View Connection Server Certificate Warning

FPColP Connection Manager Certificate Warning

i Cannot verify the identity of the server you have contacted.
Your credentials will not be secure. Contact your
administrator to ask if this server can be trusted.

'Show Certificate | | Continue | |  Cancel |

PColP Connection Manager Certificate Warning

If the user clicks Continue at this warning, the connection will still be secured with HTTPS, but an
open padlock icon with a red 'x" will display on the login screen, along with red 'https' text with
strikethrough formatting, as seen in the top row of the following image. When connecting to other
host types, such as VMware Horizon and Amazon WorkSpaces, you will see a similar screen.
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Making an Untrusted HTTPS Connection

terad|C| PColP® Zero Client

(| Hitps:/fsal-pem-be-01.autolab.local

Enter your user name and password.

User name: ‘jsmith‘

Password: ’

Domain: AUTOLAB.LOCAL E

] Login \] Cancel \

PColP

Tera2 PColP Zero Client untrusted HTTPS connection

As an administrator, you can use the Options > User Settings > Certificate page to prevent users from
initiating untrusted server sessions by configuring the Tera2 PColP Zero Client to refuse a
connection to a server that cannot be verified. Depending on the configured server type, this page
has a different banner.
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Making an Untrusted HTTPS Connection

Certificate | Mouse | Keyboard | Image | Display Topology | Touch Screen | Tablet

vmware' Horizon

Certificate Checking Mode:

N This mode determines how the client proceeds when it cannot verify that your connection
- to the server is secure. It is not recommended that you change this setting unless
instructed to do so by your system administrator,

) Never connect to untrusted servers
® Warn before connecting to untrusted servers

© Do not verify server identity certificates

\_ OK ] \ Cancel \ Apply

VMware Horizon Certificate Checking Mode page
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Authenticating the User

User Settings

Certificate | Mouse | Keyboard | Image | Display Topology | Touch Screen | Tablet | Region

teradici. PColP® Zero Client

Certificate Checking Mode:

i This mode determines how the client proceeds when it cannot verify that your connection to
the server is secure. It is not recommended that you change this setting unless instructed to
do so by your system administrator,

) Never connect to untrusted servers
® Warn before connecting to untrusted servers

O Do not verify server identity certificates

| OK | | Cancel | Apply

Teradici Certificate Checking Mode

Using the AWI, you can enable Certificate Check Mode Lockout from the Session — View Connection
Server or Session — PColP Connection Manager page to prevent users from changing this setting.

Authenticating the User

After the user sends the login credentials, the server performs authentication. If the user name and
password are not entered correctly, or if the Caps Lock key is on, a message displays on this page
to indicate these problems.
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Authenticating the User

vmware Horizon

8] https:#

Enter your user name and password.

Unknown user name or bad password.

User name: |incorrectname

Password: |

Domain:  |[TERADICI 4

|_ Login \ | Cancel \

PColP

Unknown user name or password

All connections support the down-level logon user name format (DOMAIN\user) in the User name
fleld. If using a compatible PColP Connection Manager (see its release details for more
information), UPN (user@domain) is also supported in the User name field.

teradici. PColP® Zero Client

&) https:/Aw764-v5301-au2 fwteralab.local

Enter your user name and password.

User name: ‘_teradioi\jsmith ‘

WWN NN NN NN ‘

Password:

| Logn | | cancel |

PColP

Tera2 PColP Zero Client with domain field hidden
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Connecting to a Desktop

teradici. PColP® Zero Client

(& hitps:/AwT764-v5301-au2.finteralab.local

Enter your user name and password.

User name: ’_jsmith@teradioi ’

Password:

WWR NN NN NN ’

| Login | | Cancel |

PColP

Tera2 PColP Zero Client with domain field hidden

Connecting to a Desktop

If the user is not configured to connect automatically to a desktop, a list of one or more desktops
to which the user is entitled displays. The user may select the desired one and click Connect.

vmware Horizon

Corporate Pool Reconnect to desktop

| Connect | | ResetwM ||  Cancel

Selecting an entitlement
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Connecting to a Desktop

If the desktop is available, a message displays on the Connect screen to inform the user that the
server is preparing the desktop. After a few seconds, the PColP session is established and the

user connected.

If the desktop is not available (for example, if the desktop is in the process of rebooting), a second
message also flashes on the Connect screen to inform the user that the assigned desktop source
for this desktop is not currently available. The firmware continuously attempts to connect until the
desktop is ready or the user clicks Cancel to cancel the operation.

If a PColP Connection Manager provides the estimated remaining time to connect to a user's
desktop, the zero client will display the remaining time to the user.

terad|C| PColP® Zero Client

Connecting to desktop. Estimated time remaining is 4
minute(s). ..
. Cancel |
5.3.0c4 PColP

Notification with estimated length of time before connecting

/" Uploading certificates to a single device

For information on how to upload certificates to a single device using the AWI, see Uploading Firmware.

/" 0SD messages on startup or after a session has been established

For information on other OSD messages that may appear on top of a user’s session during startup or after a session
has been established, see About Overlay Windows.
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Connecting to PColP Remote Workstation Cards

Connecting to PColP Remote Workstation Cards

You can move high-performance Windows or Linux workstations with PColP Remote Workstation
Cards into your data center, and configure sessions between Tera2 PColP Zero Clients and these
workstation hosts over a LAN or WAN. This type of configuration provides a secure, reliable, and
easy-to-manage solution that meets the needs of users who have dedicated computers with
graphically demanding applications.

2" Direct connections with no-IP networks

While PColP Zero Clients and Remote Workstation Cards can be configured to be directly connected via a no-IP
network (a cable connecting both units together with no network devices in between), it is not a configuration that is
supported by Teradici. For more information see KB 1297.

This topic includes information on the following sections:

+ Prerequisites
+ Configuration Options

+ Connection Instructions

Prerequisites

Before connecting a Tera2 PColP Zero Client to a PColP Remote Workstation Card, ensure that the
following conditions are met:

+ The PColP Remote Workstation Card and Tera2 PColP Zero Client have compatible firmware
versions. For information on how to upload firmware, see Uploading Firmware.

* You have the correct certificates installed and configured on both devices. See About
Certificates

+ You are running a supported OS on the workstation and the Teradici PColP Host Software is
installed. For details, see PColP® Host Software for Windows User Guide or PColP® Host
Software for Linux User Guide. If you are using a VMware Connection Server as a broker, View
Agent must also be installed on the host PC or workstation.
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Configuration Options

+ The Host Driver Function is enabled on the PColP Remote Workstation Card.

+ Your network resources meet bandwidth, QoS, latency, jitter, and packet loss requirements.
For more information about designing PColP network architecture, see PColP Session
Planning Administrators’ Guide.

Configuration Options

The following session connection types are available for PColP Zero Client-to-PColP Remote
Workstation Card connections:

6 Best Security Practices

Teradici highly recommends using custom peer-to-peer certificates to create a more secure environment when
connecting to your Remote Workstation Card. Contact your IT department to ensure your deployment is in
accordance with your Company's security policy. See Peering Zero Clients to Remote Workstation Cards for details.

+ Connecting direct to host

+ Connecting using SLP host discovery

+ Connect using Cloud Access Manager

+ Connecting using a third-party connection broker

+ Connecting using the View Connection Server

Connecting Statically Direct to Host

To statically configure a Tera2 PColP Zero Client to connect directly to a specific PColP Remote
Workstation Card, use the Direct to Host session connection type. You will need to provide the
DNS name or IP address of the PColP Remote Workstation Card for this option.

You also need to configure a Direct from Client session connection type on the PColP Remote
Workstation Card. You have the option of enabling the host to accept a connection request from
any client or from a specific client only. If the latter, you need to provide the client's MAC address.
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Connecting Using SLP Host Discovery

For details about how to configure the session connection type, see the following topics in the GUI
Reference:
+ AWI: Direct to Host Session Settings

+ OSD: Direct to Host Session Settings

Connecting Using SLP Host Discovery

If PColP Remote Workstation Cards reside on the same subnet as Tera2 PColP Zero Clients, you
can use the Direct to Host + SLP session connection type to configure clients to use Service
Location Protocol (SLP) to discover the PColP Remote Workstation Cards on the subnet. With this
configuration, the client OSD will list the first 10 cards discovered. The end user can select the
desired one and connect to it.

2" Do not select SLP host discovery with more than 10 hosts

SLP host discovery is not suitable for deployments with more than 10 hosts if a Tera2 PColP Zero Client requires an
ongoing connection. In this situation, a connection broker is required.

You also need to configure a Direct from Client session connection type on the PColP Remote
Workstation Card. You have the option of enabling the host to accept a connection request from
any Tera2 PColP Zero Client or from a specific one only. If the latter, you need to provide the client’s
MAC address.

For details about how to configure the session connection type, see the following topics in the GUI
Reference:

+ AWI: Direct to Host + SLP Host Discovery Session Settings

+ OSD: Direct to Host + SLP Host Discovery Session Settings

Connecting using Cloud Access Manager

Cloud Access Manager enables brokering host PCs containing PColP Remote Workstation Cards
with a Remote Workstation Card Agent installed to Tera2 PColP Zero Clients based on the identity
of the user establishing a connection from the Tera2 PColP Zero Client. The PColP Remote
Workstation Card Agent for Windows introduces Teradici brokering to a Teradici Remote
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Connecting Using a Third-Party Connection Broker

Workstation Card deployment, allowing the desktop to be managed by Teradici Cloud Access
Manager or by third-party brokers like Leostream. Cloud Access Manager is best suited smaller
Remote Desktop Card deployments.

Cloud Access Manager requires the PColP Connection Manager session connection type.
For more information, see Connection broker support with PColP technology (1044

For details about how to configure the session connection type, see the following topics in the GUI
Reference:

+ AWI: PColP Connection Manager Session Settings

+ OSD: PColP Connection Manager Session Settings

Connecting Using a Third-Party Connection Broker

A third-party connection broker is a resource manager that dynamically assigns host PCs
containing PColP Remote Workstation Cards to Tera2 PColP Zero Clients based on the identity of
the user establishing a connection from the Tera2 PColP Zero Client. Connection brokers are also
used to allocate a pool of hosts to a group of Tera2 PColP Zero Clients. They are typically used in
large PColP deployments, or when hosts and clients do not reside on the same subnet.

Third-party brokers use the PColP Connection Manager session connection type.
For more information, see Connection broker support with PColP technology (1044

For details about how to configure the session connection type, see the following topics in the GUI
Reference:

« AWI: PColP Connection Manager Session Settings

+ OSD: PColP Connection Manager Session Settings

Connecting Using the View Connection Server

You can also use a View Connection Server to broker a connection between Tera?2 PColP Zero
Clients and PColP Remote Workstation Cards.
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Connecting Using Cloud Access Manager or a Third Party Broker

For details about how to configure the session connection type, see the following topics in the GUI
Reference:

+ AWI: View Connection Server Session Settings

+ OSD: View Connection Server Session Settings

For this option, VMware View Agent must be installed on the remote workstation, and a number of
other configuration requirements for both the client and host must be in place. For complete
details, refer to Using PColP® Host Cards with VMware View.

Connecting Using Cloud Access Manager or a Third Party
Broker

To connect using a broker:

1. If using Using Cloud Access Manager or a Third Party Broker, ensure the Remote Workstation
Card Agent is installed on the remote workstation.

6 Identifying the Remote Workstation Card Agent is Installed

Once the Remote Workstation Card Agent is installed on the host PC, the PColP Control Panel icon will be
displayed in the list of active programs running on your taskbar. Hover your mouse over the PColP icon to
confirm the PColP Control Panel is installed. In most cases you will also have the PColP Host Software installed.

PColP Control Panel

5:34 PM
L]

AR P gm0

2. From the Options > Configuration > Session menu on the Tera2 PColP Zero Client's OSD, select

one of the following connection types:
+ View Connection Server if you are using a VMware broker

+ PColP Connection Manager if you are using Cloud Access Manager or a third-party

broker.
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Connecting Using Cloud Access Manager or a Third Party Broker

3. Enter the DNS name or IP address of the broker, and click OK.
4. Click the Connect button.

5. When prompted, enter your remote workstation's login credentials.

6 Advanced settings

For details about advanced settings, see View Connection Server or PColP Connection Manager.
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Connecting to Teradici Cloud Access Software

Connecting to Teradici Cloud Access Software

Teradici Cloud Access Software, also known as Cloud Access Software, is a Teradici application
that enables users to remotely access a physical or virtualized remote workstation using the
PColP protocol without having to install a PColP Remote Workstation Card. To ease administration
burdens, consider brokering with Teradici's Cloud Access Manager or a third party broker
compatible with the PColP broker protocol. Teradici technology partners with compatible
connection brokers can be found here. See the appropriate broker documentation for brokering
requirements and configuration steps.

The Cloud Access Software supports two deployment scenarios using Auto Detect and PColP
Connection Manager Zero Client session connection types:
+ Deskside deployment: Connecting directly to a physical workstation.

- Data center deployment: Connecting to a physical or virtualized workstation either directly,
brokering with Teradici's Cloud Access Manager, or via a compatible third-party broker from
one of our technology partners such as Leostream.

This topic includes information on the following sections:

+ Prerequisites
+ Configuration Options

« Connection Instructions

Prerequisites

Before connecting a Tera2 PColP Zero Client to a workstation running the Teradici Cloud Access
Software, ensure that the following prerequisites are in place:

+ You are using a Tera2 PColP Zero Client (TERA2321 or TERA2140 processor) to connect.

+ The remote workstation has Cloud Access Software installed.
For details on available Cloud Access hosts, see the Teradici Cloud Access Architecture Guide
For workstation requirements and Cloud Access Agent installation details, see the respective
agent Administrators' Guide found at the Teradici support site.
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Configuration Options

- If using a broker, see the appropriate broker documentation.
o Cloud Access Manager

o See your third party broker documentation. For a list of compatible third party brokers see
our list of Connection Brokering Technology Partners.

Configuration Options

For both deskside and data center deployments, the following session connection types are
available for PColP Zero Client-to-Cloud Access Software connections:

+ AWI: Auto Detect

+ OSD: Auto Detect

+ AWI: PColP Connection Manager

+ OSD: PColP Connection Manager

+ AWI: PColP Connection Manager + Auto-Logon

+ OSD: PColP Connection Manager + Auto-Logon

Connection Instructions

Before connecting, you will need to know the IP address or Fully Qualified Domain Name (FQDN) of
your physical or virtualized workstation if you are connecting directly (deskside deployment). If you
are connecting using a third-party broker (data center deployment), you will need to know the IP
address or FQDN of the PColP Connection Manager. See the documentation from your equipment
supplier for instructions on how to configure your broker.

/" Type 'https:/' before the IP address or fully qualified computer name

The syntax of the Server URI (uniform resource identifier) field on the Session page requires https:// before the IP
address or FQDN. If you do not enter it, https:// will automatically be inserted when you click OK.

© 2021 Teradici 178


https://www.teradici.com/web-help/pcoip_cloud_access_manager/current/networking_prerequisites/
https://www.teradici.com/partners/technology-partners

Connecting Using Auto Detect

Connecting Using Auto Detect

This connection type automatically detects which broker protocol a connection server is using so
users in a mixed environment (for example, one that uses View Connection Servers and PColP
Connection Managers) do not have to manually reconfigure the session type each time they
switch brokers.

To connect using Auto Detect connection type:
1. From the Options > Configuration > Session menu on the Tera2 PColP Zero Client's OSD, select
the Auto Detect connection type.
2. In the Server URI field, enter the FQDN or IP address of one of the following and click OK:
* Your workstation, if you are connecting directly.
+ PColP Connection Manager, if you are connecting through a third-party broker.
3. Click the Connect button.
4. When prompted, enter your login credentials.
After you make a successful connection using Auto Detect, the IP address or FQDN of your host is

automatically saved in the Server drop-down list on the OSD Connect dialog, along with the IP
address or FQDN of any other hosts to which you have connected.

Connecting Using PColP Connection Manager

To connect using the PColP Connection Manager connection type:
1. From the Options > Configuration > Session menu on the Tera2 PColP Zero Client's OSD, select
the PColP Connection Manager connection type.
2. In the Server URI field, enter the FQDN or IP address of one of the following and click OK:
* Your workstation, if you are connecting directly.
+ PColP Connection Manager, if you are connecting through a third-party broker.
3. Click the Connect button.

4. When prompted, enter your login credentials.
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Connecting Using PColP Connection Manager + Auto-Logon

6 Advanced settings

For details about advanced settings, see OSD: PColP Connection Manager Session Settings.

Connecting Using PColP Connection Manager + Auto-Logon

To connect using the PColP Connection Manager and Auto-Logon connection type:

1. From the Options > Configuration > Session menu on the Tera2 PColP Zero Client's OSD, select
the PColP Connection Manager + Auto-Logon connection type.
2. Inthe Server URI field, enter the FQDN or IP address of one of the following, and click OK:
* Your workstation, if you are connecting directly.
+ The PColP Connection Manager, if you are connecting through a third-party broker.
3. Enter the user name, password, and domain name for the user to be automatically logged in.

4. Click the Connect button.

6 Advanced settings

For details about advanced settings, see OSD: PColP Connection Manager + Auto-Logon Session Settings.

© 2021 Teradici 180



Connecting to Amazon WorkSpaces Desktops

Connecting to Amazon WorkSpaces Desktops

Amazon WorkSpaces is a fully managed cloud-based desktop service that enables end users to
access their documents, applications, and resources. Tera2 PColP Zero Clients together with
Amazon WorkSpaces provide a secure, easy to manage solution for delivering users with a rich

desktop experience.

This topic includes information on the following sections:

+ Prerequisites
+ Configuration Options

+ Connection Instructions

Prerequisites

For the best user experience, Teradici recommends using firmware version 6.0 or later with
Amazon WorkSpaces (hourly pricing).

Before connecting a Tera2 PColP Zero Client to an Amazon WorkSpaces desktop, ensure that the

following prerequisites are in place:

- You are using a Tera2 PColP Zero Client (TERA2321 or TERA2140 processor) to connect.

/" Firmware Versions

o PColP Zero Clients on firmware 6.0+ can connect directly to Amazon WorkSpaces using Multifactor
Authentication.

o PColP Zero Clients on firmware releases prior to version 6.0, must have PColP® Connection Manager for
Amazon WorkSpaces appliance 1.0.7+ installed and configured. See PColP Connection Manager for Amazon

WorkSpaces Administrators' Guide.

* You have an AWS account with Amazon WorkSpaces up and running. For information, see
AWS documentation.

+ Your network has full connectivity to your Amazon WorkSpaces. For information, see AWS

documentation.
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Configuration Options

Configuration Options

The following session connection types are available for Tera2 PColP Zero Client-to-Amazon
WorkSpaces connections:

« AWI: Amazon WorkSpaces

+ OSD: Amazon WorkSpaces Session Settings

+ AWI: Auto Detect Session Settings

+ OSD: Auto Detect Session Settings

« AWI: PColP Connection Manager Session Settings

+ OSD: PColP Connection Manager Session Settings

« AWI: PColP Connection Manager + Auto-Logon Session Settings

+ OSD: PColP Connection Manager + Auto-Logon Session Settings

Connection Instructions

Connecting to Amazon WorkSpaces Directly

0 Multi-factor Authentication (MFA)

When connecting directly, Amazon WorkSpaces may require multi-factor authentication in order to connect. This may
be regardless of how you have set up your Amazon WorkSpaces. You are also required to use firmware 6.0 or newer
on your PColP Zero Client when connecting directly.

To connect using Amazon WorkSpaces session connection type:
1. From the Options > Configuration > Session menu on the Tera2 PColP Zero Client's OSD, select
the OSD: Amazon WorkSpaces Session Settings connection type.

2. Enter the registration code from the invitation email sent after creating your Amazon
WorkSpace.

3. Enter a name for this registered Amazon WorkSpace instance.

4. Click the Connect button.
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Connecting to Amazon WorkSpaces using the PColP Connection Manager for Amazon WorkSpaces

Connecting to Amazon WorkSpaces using the PColP Connection Manager for Amazon
WorkSpaces

PColP Connection Manager for Amazon WorkSpaces is required to connect to Amazon
WorkSpaces when using PColP Zero Clients with firmware releases older than 6.0. You will need to
know the IP address of your PColP Connection Manager for Amazon WorkSpaces appliance when
using this connection type.

6 Using the correct firmware

Teradici recommends directly connecting to Amazon WorkSpaces when using PColP Zero Clients with firmware 6.0
or newer.

/" Type 'https:/' before the IP address or fully qualified computer name

The syntax of the Server URI (uniform resource identifier) field on the Session page requires https:// before the IP
address or FQDN. If you do not enter it, https:// will automatically be inserted when you click OK.

Connecting Using Auto Detect

This connection type automatically detects which broker protocol a connection server is using so
users in a mixed environment (for example, one that uses View Connection Servers and PColP
Connection Managers) do not have to manually reconfigure the session type each time they
switch brokers.

To connect using the Auto Detect connection type:

1. From the Options > Configuration > Session menu on the Tera2 PColP Zero Client's OSD, select
the Auto Detect connection type.

2. In the Server URI field, enter the IP address of your PColP Connection Manager for Amazon
WorkSpaces, and click OK.

3. Click the Connect button.

4. When prompted, enter your login credentials.
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Connecting Using PColP Connection Manager

2" After connecting using Auto Detect, the system saves your host's IP address or fully qualified computer name

After you make a successful connection using Auto Detect, the IP address or FQDN of your host is automatically
saved in the Server drop-down list on the OSD Connect dialog, along with the IP address or FQDN of any other hosts to
which you have connected.

Connecting Using PColP Connection Manager
To connect using the PColP Connection Manager connection type:

1. From the Options > Configuration > Session menu on the Tera2 PColP Zero Client's OSD, select
the PColP Connection Manager connection type.

2. In the Server URI field, enter the IP address of your PColP Connection Manager for Amazon
WorkSpaces, and click OK.

3. Click the Connect button.

4. When prompted, enter your login credentials.

/" Advanced settings

For details about advanced settings, see OSD: PColP Connection Manager Session Settings.

Connecting Using PColP Connection Manager + Auto-Logon
To connect using the PColP Connection Manager and Auto-Logon connection type:

1. From the Options > Configuration > Session menu on the Tera2 PColP Zero Client's OSD, select
the PColP Connection Manager + Auto-Logon connection type.

2. In the Server URI field, enter the IP address of your PColP Connection Manager for Amazon
WorkSpaces, and click OK.

3. Enter the user name, password, and domain name for the user to be automatically logged in.

4. Click the Connect button.
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Connecting Using PColP Connection Manager + Auto-Logon

2" Advanced settings

For details about advanced settings, see OSD: PColP Connection Manager + Auto-Logon Session Settings.
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Connecting to VMware Horizon Desktops and Applications

Connecting to VMware Horizon Desktops and
Applications

VMware Horizon View provides remote desktop capabilities to users using the PColP protocol and
VMware's virtualization technology. You can configure Tera2 PColP Zero Clients to connect to
desktops in a VMware Horizon VDI or DaaS environment, or when connecting to VMware Horizon
app-remoting desktops and applications published on an RDS server.

This topic includes information on the following sections:

+ Prerequisites
+ Connection Types

« Connection Instructions

Prerequisites

Before connecting a Tera2 PColP Zero Client to a VMware Horizon desktop, ensure that the
following prerequisites are in place:

+ The VMware Horizon View installation, which includes the VMware View Manager and
VMware View Agent, are version 4.0.7 or newer.

+ For VMware Horizon connections to RDS-hosted published desktops and applications, you are
using a Tera2 PColP Zero Client (TERA2321 or TERA2140 processor).

+ our network resources meet bandwidth, QoS, latency, jitter, and packet loss requirements. For
more information about designing PColP network architecture, see the PColP Session
Planning Guide.

Supported Connection Types

The following session connection types are available for Tera2 PColP Zero Client-to-VMware
Horizon connections:

« AWI: View Connection Server
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Connection Instructions

+ OSD: View Connection Server

+ AWI: View Connection Server + Auto-Logon

+ OSD: View Connection Server + Auto-Logon

+ AWI: View Connection Server + Kiosk

+ OSD: View Connection Server + Kiosk

+ AWI: View Connection Server + Imprivata OneSign

+ OSD: View Connection Server + Imprivata OneSign

Connection Instructions

Before connecting, you will need to know the DNS name or IP address of your View Connection
Server. For VMware Horizon Daas$, this is the DNS name or IP address of the VMware Horizon
DaaS Desktop Portal.

Connecting with Auto Detect

This connection type automatically detects which broker protocol a connection server is using so
users in a mixed environment (for example, one that uses View Connection Servers and PColP
Connection Managers) do not have to manually reconfigure the session type each time they

switch brokers.
To connect using the Auto Detect connection type:

1. From the Options > Configuration > Session menu on the Tera2 PColP Zero Client's OSD, select
the Auto Detect connection type.

2. In the Server URI field, enter the DNS name or IP address of your View Connection Server (or
VMware Horizon DaaS Desktop Portal), and click OK.

3. Click the Connect button.

4. When prompted, enter your login credentials.
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Connecting with View Connection Server

2" After connecting using Auto Detect, the system saves your host's IP address or fully qualified computer name

After you make a successful connection using Auto Detect, the IP address or FQDN of your host is automatically
saved in the Server drop-down list on the OSD Connect dialog, along with the IP address or FQDN of any other hosts
to which you have connected.

Connecting with View Connection Server

To

1.

4.

ol

connect using the View Connection Server connection type:
From the Options > Configuration > Session menu on the Tera2 PColP Zero Client's OSD, select
the View Connection Server] connection type.

In the DNS Name or IP Address field, enter the DNS name or IP address of your View Connection
Server (or VMware Horizon DaaS Desktop Portal).

If you are making a VMware Horizon RDS-hosted application connection:
a. Click Advanced.
b. Click to enable the Enable RDS Application Access option.
c. Click Apply and then OK.

Click the Connect button.

. When prompted, enter your login credentials.

/" Advanced settings

For details about advanced settings, see OSD: View Connectio